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Kick-Off-Meeting on the 5th of November 2020 
Press release 

5 November 2020 
 

Project SAFETY4RAILS (Data-based analysis for SAFETY and security protection FOR 
detection, prevention, mitigation and response in trans-modal metro and RAILway 
networkS) kick-off meeting took place on the 5th of November in a virtual conference with all 
the consortium partners, the Project Officer from the European Commission’s Research 
Executive Agency, representatives from the project’s foreseen advisory boards and two further 
foreseen end-users partners from Spain and Turkey. 
 
Running for 24 months, the SAFETY4RAILS project will aim to deliver methods and systems 
to increase the safety and recovery of track-based inter-city railway and intra-city metro 
transportation. It addresses both cyber only attacks (such as impact from WannaCry 
infections), physical-only attacks (such as the Madrid commuter trains bombing in 2014) and 
combined cyber-physical attacks, which are important emerging scenarios given increasing 
IoT infrastructure integration. SAFETY4RAILS concentrates on rush hour rail transport 
scenarios where many passengers are using metros and railways to commute to work or 
attend mass events (e.g. large multi-venue sporting events such as the Olympics). When an 
incident occurs during heavy usage, metro and railway operators must consider many aspects 
to ensure passenger safety and security, e.g. carry out threat analysis, maintain situation 
awareness, establish crisis communication and response, and they must ensure mitigation 
steps are taken and communicated to travellers and other users.  
 
SAFETY4RAILS will improve the handling of such incidents through a holistic approach. It will 
analyse the cyber-physical resilience of metro and railway systems and deliver mitigation 
strategies for an efficient response, and, in order to remain secure given ever-changing novel 
emerging risks, it will facilitate continuous adaptation of the SAFETY4RAILS solution. 
Simulation exercises will be organised in different operational environments to test and assess 
the SAFETY4RAILS solutions (S4RIS platform) with the end-users of the consortium 
supported by the external advisory board.  
 
A special focus of SAFETY4RAILS will be on the involvement of end-users and railway 
practitioners during the whole project from the beginning in defining requirements and needs, 
designing and performing the scenarios and demonstrations, evaluating the software platform 
S4RIS and the feedback loops to the developers. 

 

The consortium 
SAFETY4RAILS is coordinated by the Fraunhofer Institute for High-Speed Dynamics, Ernst-
Mach-Institut, EMI.  EMI is one of the Fraunhofer-Gesellschaft’s 74 institutes in Germany. The 
Fraunhofer-Gesellschaft is the leading organisation for applied research in Europe.  
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Project partners in addition to FRAUNHOFER EMI are:  

UNION INTERNATIONALE DES CHEMINS 
DE FER 

METRO DE MADRID  

SAANKARA ELEKTRIK, HAVAGAZI VE 
OTOBUSISLETME MUESSESESI 

RETE FERROVIARIA ITALIANA 

LEONARDO - SOCIETA PER AZIONI 

COMPAGNIE EUROPEENNE 
D'INTELLIGENCE STRATEGIQUE 

STAM SRL 

IC INFORMATION COMPANY AG 

ROYAL MELBOURNE INSTITUTE OF 
TECHNOLOGY SPAIN SL 

THE UNIVERSITY OF READING 

ETRA INVESTIGACION Y DESARROLLO SA 

RINA CONSULTING SPA 

NATIONAL CENTER FOR SCIENTIFIC 
RESEARCH "DEMOKRITOS” 

WINGS ICT SOLUTIONS INFORMATION & 
COMMUNICATION TECHNOLOGIES IKE 

UNIVERSITY OF NEWCASTLE UPON TYNE 

EUROPEAN ORGANISATION FOR 
SECURITY 

INNOVA INTEGRA LIMITED 

LAUREA-AMMATTIKORKEAKOULU OY 

CYBER SERVICES ZARTKORUEN MUKODO 
RESZVENYTARSASAG 

ERGUNLER INSAAT PETROL URUNLERI 
OTOMOTIV TEKSTIL MADENCILIK SU 
URUNLER SANAYI VE TICARET LIMITED 
STI. 

MTRS3 SOLUTIONS AND SERVICES LTD 

INTRACOM SA TELECOM SOLUTIONS 

UNIVERSIDAD MIGUEL HERNANDEZ DE 
ELCHE 

ALPHA-CYBER SRL 

TREE TECHNOLOGY SA 

PRORAIL BV 

ELBIT SYSTEMS C4I AND CYBER LTD 

COMUNE DI MILANO

 

For further information: 

 
Elodie Reuge 
SAFETY4RAILS work package leader: communication, dissemination and exploitation 
European Organisation for Security 
Phone: +32 2 793 03 64 
Email: elodie.reuge@eos-eu.com 
 
 
Stephen Crabbe  
SAFETY4RAILS project coordinator 
Fraunhofer Institute for High-Speed Dynamics – Ernst-Mach-Institut, EMI 
Phone: +49 (0)7628 9050 645 
Email: Stephen.Crabbe@emi.fraunhofer.de  
 
Follow us to keep updated! 
 

 
 
  

Disclaimer 
The information appearing in this communication has been prepared in good faith and 
represents the views of the authoring organisation(s). Every effort has been made to ensure 
that all statements and information contained herein are accurate; however, the authoring 
organisation(s) accept no statutory, contractual or other legal liability for any error or omission 
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to the fullest extent that liability can be limited in law. Neither the Research Executive Agency, 
nor the European Commission are responsible for any use that may be made of the information 
contained in this communication. The use of the content provided is at the sole risk of the user. 
The reader is encouraged to investigate whether professional advice is necessary in all 
circumstances.  


