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Key data on project

Project title: ~Data-based analysis for SAFETY and security protection FOR detection, prevention,
mitigation and response in trans-modal metro and RAILway networkS

Focus: Increase resilience against combined cyber-physical threats including natural hazards to railway
infrastructure

Our resilience target: “Preserving critical functionality, ensuring graceful degradation and enabling fast recovery of complex systems
with the help of engineered generic capabilities as well as customized technological solutions when the systems witness problems,
unexpected disruptions or unexampled events’ (Thoma et al. Resilience Engineering as Part of Security Research: Definitions, Concepts
and Science Approaches (2016) p.14)
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CALL: STARTING DATE: DURATION: RESOURCES:
H2020-SU-INFRAO1-2019 - Prevention, 1st October 2020 2 years 29 beneficiaries (37 soon)
Detection, Response and Mitigation of 86 person years ~ 1031,5 person months
Combined Physical and Cyber Threats to EC/REA advice
Critical Infrastructure in Europe 4 Expert Boards

Innovation project
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Specific objectives

Capabilities to support the characteristics of resilient systems
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:""““5 Risk and crisis management Improvement of resilience and security: Practitioners and exploitation:
and Training improvement:
Threat assessment: ) ) ) o
Resiliznt Negyyory. 6) Saving response time with decision 10) User training with SAFETY4RAILS
& Systams 1) Identification of new threats 3) Forecast & management of new support components
o 2) detection of new threats threats 7) Cost effective technological measures 11) Demonstrating S4RIS operational
b% 4) Knowledge sharing with stakeholders 8) Real-time management resilience, performance
‘hﬁ%a:% 5) Impact of evolving threats 9) Multi-modal infrastructure approach 12) Exploiting S4RIS results
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* SAFETY4RAILS, Grant Agreement, Annex1 Description of Action, Part B, p.15.

* Department of Communications, Climate Action & Environment,
NIS Compliance Guidelines for Operators of Essential Service
(OES), August 2019, p.8 and p.22.
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Approach — input / output -

Input ( 77+ tools) Increase of TRL

Sensation ., BigData and » TRL1 - Basic principles observed
LHREAR SecuRail Predictive

S = Ub ; analytics tool » TRL2 - Technology concept formulated

s TRL3 - Experimental proof of concept

RUNlMS ; ) o Prevention, * TRL4 - Technology validated in lab

networking fipact . . . . .
s+ TRLS5 - Technology validated in relevant environment (industrially relevant
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= @’ .CAES = —— TR environment in the case of key enabling technologies
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i : )’H.‘! + TRL6 — Technology demonstrated in relevant environment (industrially
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SARA == Empirical CuriX: Anomaly PRIGM Crowd simulation,
Optimization ~ Numerical detection, End2End cyber- behavior trees . . . .
Wi o st ul Machine Learning physical Security s+ TRL7 — System prototype demonstration in operational environment

relevant environment in the case of key enabling technologies)

simulation =

i + TRLSB - System complete and qualified
o mé ¢
L
\,,u.e 'th) —~ ! + TRLY9 - Actual system proven in operational environment {competitive

il

manufacturing in the case of key enabling technologies; or in space)

*SAFETY4RAILS, D1.1 Project Management Manual, p.8.

*European Commission, HORIZON 2020 — WORK PROGRAMME 2014-2015 General Annexes, G.
Technology readiness levels (TRL).

*SAFETY4RAILS, Grant Agreement, Annex1 Description of Action, Part B, page 22.

* “SAFETY4RAILS puzzle" SAFETY4RAILS, Grant Agreement, Annex1 Description of Action, Part B, p.31.
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Approach — input / output - 2

Input - tools’ capabilities (summan) Expected main output suvject to upaate...)

Agent based modelling  SAFETY4RAILS Information System (S4RIS) platform
« Communication between “relevant” tools
» Decision Support Platform

Cryptography between any node pairs + secure gateways « Increase overall quality of data and its visualisation

Wireless and wired telecommunication network components « Scope: “Smart City” concept

Design optimisation e.g. mitigate blast effects

Quantitative/qualitative risk assessment

Cost benefit analysis (financial modelling) * Increase of Technology Readiness Levels (TRLS) of

_ _ _ _ _ individual input tools
Simulation cyber/physical threats incl. cascading effects

Agent based simulation * 4 pilots for testing and user validation: MdM Madrid,
Artificial Intelligence (Al) based analytics EGO Ankara, RFI Rome, CdM Milan. (S4RIS at TRL7)
Block chain based data collection

Website crawlers

Command and control platform(s)
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