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SAFETY4RAILS

Hypothetical Scenario

At 08:05 AM, a At 08:25 AM, social
terrorist interefers media posts and
At 07:35 AM, Central with Wind and water At 08:15 AM, the media start popping
Control room is level sensors abandoned baggage up and further
breached with forced causing alarm in the explodes on the spreads chaos in
entry station platform other stations
At 08:00 AM, a At 08:10, with access At 08:20, due to
terrorist places an to the internal explosion, chaos
abandoned baggage network, the intruder starts to build on the
on specific platform initiates an internal station
DOS attack on
CCTVs and

monitoring systems
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SAFETY4RAILS

Tools involved in live demonstration

identify/Protect

Securail Ganimede DATAFAN CAMS
BB3D PRIGM- CaESAR
Senstation
ICROWD OSINT
TISAIL RAM2
Curix
Wingspark
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SAFETY4RAILS

Hypothetical Scenario: Detection

Event is raised in DMS and Event is raised in DMS and Event is raised in DMS and
operators inform the LEA operators review the situation operators inform the LEA

Event is raised in DMS and
operators inform the LEA

PRIGM-

PRIGM- _
Senstation

Senstation

At 08:05 AM, a
terrorist interefers

At 08:25 AM, social
media posts and

At 07:35 AM, Central with Wind and water At 08:15 AM, the media start poppin
Control room is level sensors abandoned baggage up and further
breached with forced causing alarm in the explodes on the spreads chaos in
entry station platform other stations

At 08:00 AM, a At 08:10, with access At 08:20, due to
terrorist places an to the internal explosion, chaos
abandoned baggage network, the intruder starts to build on the
on specific platform initiates an internal station
DOS attack on
CCTVs and

monitoring systems

Ganimede Event is raised in DMS and operators
update the LEA. Alert level raised and
corresponding forces are mobilized

Event is raised in DMS and

operators inform the first
Event is raised in DMS and responders and LEA
operators deploy suitable resources
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SAFETY4RAILS

Hypothetical Scenario: Detection

PRIGM-

PRIGM- _
Senstation

Senstation

At 08:05 AM, a
terrorist interefers
with Wind and water
level sensors
causing alarm in the
station

At 08:10, with access
to the internal
network, the intruder
initiates an internal

DOS attack on
CCTVs and
monitoring systems

At 07:35 AM, Central
Control room is
breached with forced
entry

At 08:00 AM, a
terrorist places an
abandoned baggage
on specific platform

Ganimede

At 08:15 AM, the
abandoned baggage
explodes on the
platform

At 08:25 AM, social
media posts and
media start poppin
up and further
spreads chaos in
other stations

At 08:20, due to
explosion, chaos
starts to build on the

station
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Senstation

Senstation

CAt 07'|305 AM, | At 08:05 AM, a
entra Qntro terrorist interefers
room.is with Wind and water
breached with level sensors
£ d causing alarm in the
Orce entry Station
At 08:00 AM, a At 08:10, with access
terrorist places an to the internal
abandoned baggage network, the intruder
on specific platform initiates an internal

DOS attack on
CCTVs and
monitoring systems

Ganimede

SAFETY4RAILS

Detection

At 08:15 AM, the
abandoned baggage
explodes on the
platform

At 08:25 AM, social
media posts and
media start poppin
up and further
spreads chaos in
other stations

At 08:20, due to
explosion, chaos
starts to build on the

station
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SAFETY4RAILS

Hypothetical Scenario: Detection

PRIGM- PRIGM-

Senstation Senstation

At 08:05 AM, a
terrorist interefers

At 08:25 AM, social
media posts and

At 07:35 AM, Central with Wind and water At 08:15 AM, the media start poppin
Control room is level sensors abandoned baggage up and further
breached with forced causing alarm in the explodes on the spreads chaos in
entry station platform other stations
. At 08:10, with access At 08:20, due to

At 08:00 AM’ a to the internal explosion, chaos
terrorist places network, the intruder starts to build on the

an abandoned initiates an internal station

DOS attack on
baggage on CCTVs and
specific monitoring systems

platform

Ganimede
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SAFETY4RAILS

Hypothetical Scenario: Detection

PRIGM-

Senstation

PRIGM-
At 08:05 AM, a

terrorist
interefers with
Wind and water

Senstation

At 08:25 AM, social
media posts and

At 07:35 AM, Central level sensors At 08:15 AM, the media start poppin
Control room is i abandoned baggage up and further
breached with forced qau?]mg al.arm explodes on the spreads chaos in
entry In the station platform other stations

At 08:00 AM, a At 08:10, with access At 08:20, due to
terrorist places an to the internal explosion, chaos
abandoned baggage network, the intruder starts to build on the
on specific platform initiates an internal station

DOS attack on
CCTVs and
monitoring systems

Ganimede
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SAFETY4RAILS

Hypothetical Scenario: Detection

PRIGM-

PRIGM- _
Senstation

Senstation

At 08:05 AM, a
terrorist interefers

At 08:25 AM, social
media posts and

At 07:35 AM, Central with Wind and water At 08:15 AM, the media start poppin
Control room is level sensors abandoned baggage up and further
breached with forced causing alarm in the explodes on the spreads chaos in

entry station platform other stations
At 08:00 AM, a . i At 08:20, due to
terrorist places an At 08:10, with explosion, chaos
abandoned baggage access to the starts to build on the
on specific platform internal station
network, the
intruder
Initiates an
: internal DOS
Ganimede attack on
CCTVs and
monitoring
systems

10
SAFETY4RAILS, Meeting references (date and place), Partner acronym, dissemination level



SAFETY4RAILS

Hypothetical Scenario: Detection

PRIGM-

PRIGM- _
Senstation

Senstation

At 08:15 AM,

At 08:05 AM, a At 08:25 AM, social
terrorist interefers the abandoned media posts and
At 07:35 AM, Central with Wind and water baggage media start poppin
Control room is level sensors lod up and further
; . h explodes on .
breached with forced causing alarm in the h latf spreads chaos in
entry station the platform other stations

At 08:00 AM, a At 08:10, with access At 08:20, due to
terrorist places an to the internal explosion, chaos
abandoned baggage network, the intruder starts to build on the

on specific platform initiates an internal station

DOS attack on
CCTVs and
monitoring systems

Ganimede
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SAFETY4RAILS

Hypothetical Scenario: Detection

PRIGM-

PRIGM- _
Senstation

Senstation

At 08:05 AM, a
terrorist interefers

At 08:25 AM, social
media posts and

At 07:35 AM, Central with Wind and water At 08:15 AM, the media start poppin
Control room is level sensors abandoned baggage up and further
breached with forced causing alarm in the explodes on the spreads chaos in
entry station platform other stations

At 08:00 AM, a At 08:10, with access .
terrorist places an to the internal At 08:20, .due
abandoned baggage network, the intruder to explosion,
on specific platform initDi%tgs an i||1(ternal chaos starts to
attack on ;
cotve and build on the

monitoring systems station

Ganimede
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SAFETY4RAILS

Hypothetical Scenario: Detection

PRIGM At 08:25 AM,
PRIGM- - social media
. i posts and
Senstation Senstation media start
At 08:05 AM, a popping up
terrorist interefers and further
At 07:35 AM, Central with Wind and water At 08:15 AM, the spreads chao
Control room is level sensors abandoned baggage in other
breached with forced causing alarm in the explodes on the .
entry station platform stations
At 08:00 AM, a At 08:10, with access At 08:20, due to
terrorist places an to the internal explosion, chaos
abandoned baggage network, the intruder starts to build on the
on specific platform initiates an internal station
DOS attack on
CCTVs and

monitoring systems

Ganimede
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SAFETY4RAILS

Hypothetical Scenario: Response

PRIGM-

Senstation

At 08:05 AM, a
terrorist

At 07:35 AM, interefers with
Central Control Wind and water
room is level sensors

causing alarm
in the station

breached with
forced entry

At 08:00 AM, a
terrorist places
an abandoned
baggage on
specific
platform

Ganimede

PRIGM-

Senstation

At 08:15 AM,
the abandoned
baggage
explodes on the
platform

At 08:10, with At 08:18 AM,
access to the CaESAR
internal consolidates all
network, the the events,
intruder computes the
initiates an list of critical
internal DOS components,
attack on impact
CCTVs and propagation
monitoring and suggests
systems mitigation
measures

@

At 08:20, due to

At 08:25 AM,
social media
posts and

media start
popping up and

explosion,
chaos starts to further spreads
build on the chaos in other
station stations
At 08:22 AM,
DATAFAN on

indications on
unoperational
stations,
computes and
suggests
passenger
capacities in
neighbouring
stations

DATAFAN
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At 08:25 AM,
social media
posts and

Hypothetical Scenario: Response

PRIGM- PRIGM-
Senstation Senstation
At 08:05 AM, a

terrorist
At 07:35 AM, interefers with At 08:15 AM, At 08:20, due to media start
Central Control Wind and water the abandoned explosion, popping up and
room is level sensors baggage chaos starts to further spreads
breached with causing alarm explodes on build on the chaos in other
in the station the platform station stations

forced entry

3 0 0 0 0 . 0. 0 0 O

CaESAR
At 08:00 AM, a At 08:10, with Consﬁltlgate At 08:22 AM,
terrorist places access to the sa € DATAFAN on
an abandoned internal events, indications on
baggagfg on ne_tvx;orlé, the computes unoPri_rational
specific intruder . stations,
platform initiates an the_“_St of computes and
internal DOS critical suggests
cCTvs and components chpacities in
monitoring ) |mpac_t neighbouring
systems propagation
: and
Ganimede
Suggesss DATAFAN
mitigation CaESAR
measures
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Hypothetical Scenario: Response

PRIGM- PRIGM-

Senstation Senstation

At 08:25 AM,
At 08:05 AM, a social media
terrorist posts and
interefers with media start
At 07:35 AM, wind and At 08:15 AM, At 08:20, due popping up
Central Control water level the abandoned to explosion, and further
room is sensors baggage chaos starts to spreads chaos
breached with causing alarm explodes on build on the in other
forced entry in the station the platform station stations
At 08:22 AM,
At 08:00 AM, a At 08:10, with At 08:18 AM, -D(?TAFAN on
terrorist places access to the CaESAR Indica IOI‘_\S on
an abandoned internal consolidates unoperational
baggage on network, the all the events, tati
specific intruder computes the stations,
platform initiates an list of critical computes and
internal DOS components, suggests
attack on impact
CCTVs and propagation passgtr_lge_r
monitoring and suggests Ca_paC| |es_ In
systems mitigation neighbouring
tations

measures

Ganimede

DATAFAN
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SAFETYARAILS)
Impact of S4RIS platform

40 minutes to explosion

'l n
- »

PRIGM-

PRIGM- _
Senstation

Senstation

At 08:05 AM, a
terrorist interefers
At 07:35 AM, Central with Wind and water

At 08:25 AM, social
media posts and

At 08:15 AM, the media start poppin

Control room is level sensors abandoned baggage up and further
breached with forced causing alarm in the explodes on the spreads chaos in
entry station platform other stations
At 08:00 AM, a At 08:10, with access : At 08:20, due to
terrorist places an to the internal : explosion, chaos
abandoned baggage network, the intruder : starts to build on the
on specific platform initiates an internal : station

DOS attack on
CCTVs and
monitoring systems

Ganimede

15 minutes to explosion

< »"
- >
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Scenario Actions (Recovery)

(WINGS) Crowd concentration estimation, Train speed
anomaly identification

the station

DATAFAN

(FHG) Resilience quantification, comparison of mitigation
measures

* (RMIT) Spot the most damaged assets/components
(due to ageing degradation) and so the ones that could be

(FHG) Forecast of the passenger load, in case of closure of }
the most affected from a hazardous event }
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Tools involved in live demonstration

identify/Protect

Securail Ganimede DATAFAN CAMS
BB3D PRIGM- CaESAR
Senstation
ICROWD OSINT
TISAIL RAM2
Curix
Wingspark
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Discussion, Comments, Questions

.... projects

SAFETY4RAILS, Meeting references (date and place), Partner acronym, dissemination level



I\ I

‘ you for your
attention! /'

—v’l
‘-—ﬂa.‘. oll

" ZZFraunhofer '(' i”;/ @ ® T RA....... & LEONARDO
EMI Hetro do Madrid YIRS GRUPPO FERROVIE DELLO STATO ITALIANE
f . e .. — Ji Universi_tyof
Cu ri fees STEER  pey ®RMIT  BReaimg  etralD

(A Kushal.Srivastava@emi.fraunhofer.de §|=| BB oo (YWVINGS @iy E@s

:J Milano
uli.siek oId%
21
4RAILS, Final conference, 28 Se ber 20 Paﬁ\bllc yétlon

INJio:  ovdenies [0 FIGE  Gmmms € mmmacom

[T dpvensias (X ALPHA-CYBER -I N—— ewisystems.  ProRail Fﬁcgm

SAFE



mailto:Kushal.Srivastava@emi.fraunhofer.de

o

SAFETY4RAILS Final Conference
\ ‘ AW

/Interactive session
Untll 2.30 pm (including lunch break)
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Interactive session
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SAFETY4RAILS

with the tool providers

11 booths:

BBD3 BomBlast3d

CAESAR Cascading Effects Simulation in Areas for increasing
Resilience

CAMS Central Asset management system
CURIX Detection of anomalies

DATAFAN Data Artificial InTelligence-based Analysis
Forecasting and ReliAbility EvaluatioN

GANIMEDE Smart CCTV

PRIGM and SENSTATION Hardware Security Module and
Secure loT Gateway

SECURAIL risk assessment

TISAIL Threat Intelligence Service

WiBAs, uni|MS, SISC2, symbloTe network security
Wingspark Detection of anomalies
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