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ABOUT SAFETY4RAILS

SAFETY4RAILS is the acronym for the innovation
project: Data-based analysis for SAFETY and security
protection FOR detection, prevention, mitigation and
response in trans-modal metro and RAlLway
networkS. Railways and Metros are safe, efficient,
reliable and environmentally friendly mass carriers, and
they are becoming even more important means of
transportation given the need to address climate change.
However, being such critical infrastructures turns metro
and railway operators as well as related intermodal
transport operators into attractive targets for cyber and/or
physical attacks.The SAFETY4RAILS project delivers
methods and systems to increase the safety and
recovery of track-based inter-city railway and intra-
city metro transportation. It addresses both cyber-only
attacks (such as impact from WannaCry infections),
physical-only attacks (such as the Madrid commuter trains
bombing in 2004) and combined cyber-physical attacks,
which are important emerging scenarios given increasing
loT infrastructure integration.

SAFETY4RAILS concentrates on rush hour rail
transport scenarios where many passengers are using
metros and railways to commute to work or attend mass
events (e.g. large multi-venue sporting events such as the
Olympics). When an incident occurs during heavy usage,
metro and railway operators have to consider many
aspects to ensure passenger safety and security, e.g.
carry out a threat analysis, maintain situation awareness,
establish crisis communication and response, and they
have to ensure that mitigation steps are taken and
communicated to travellers and other users.
SAFETY4RAILS will improve the handling of such
events through a holistic approach. It will analyse the
cyber-physical resilience of metro and railway systems
and deliver mitigation strategies for an efficient response,
and, in order to remain secure given everchanging novel
emerging risks, it will facilitate continuous adaptation of
the SAFETY4RAILS solution; this will be validated by two
rail transport operators and the results will support the re-
design of the final prototype.
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Executive summary

The budget simulation module identifies and classifies physical and cyber threats potentially relevant
to the railway environment, generating a catalogue of phenomena associated with threats. Each
threat (e.g. vandalism or explosions) has been divided into phenomena, (e.g. different acts of
vandalism such as graffiti, fire, breaking of elements, or different types of explosion; in the station,
in the tunnel, outside, etc). The document is structured into several threat categories, considering
their nature as well as the potential sources of incidents, including physical attacks, cyber-attacks,
natural hazards, physical incidents and cyber/technological incidents and data-related human error.

The phenomena have been analysed in relation to the assets of the railway infrastructure that may
be affected by this phenomenon if it occurs, considering the probability of the asset being affected
and the expected impact on it. The result is a two-axis matrix (phenomenon-asset) that allows the
identification of the different assets that may be affected by each phenomenon and the level of
damage. The matrix provides a total expected impact for each phenomenon from the expected
impacts for each asset, which allows to grade all phenomena, to make comparisons between them
independently of their nature (physical attacks, digital, natural catastrophes, etc.) and to select
different intensities for the same threat.

The main objective of the budget simulation module is to serve as a basis for the CAMS tool by
collecting and describing the profile of threats, characterised by different levels of intensity and the
impact of each of these events on the assets so that the CAMS tool can subsequently analyse the
costs of threats according to a specific intensity. In addition, the catalogue of phenomena serves as
an input for the identification of vulnerabilities, making it possible to generate a vulnerability matrix
associated with the catalogue of events (D7.2.).
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1. Introduction

1.1 Overview

Estimating the costs and consequences of major disasters is a complex task, even when analysing events that
have already occurred, as estimating the economic costs incurred on the assets of the affected facility requires
knowledge of the size and exact location of the facilities where the event occurs and the inventory levels of
existing supplies [1]. In addition to the economic costs incurred directly by the company, other types of direct
costs can be incurred in relation to users, such as costs resulting from injuries and fatalities or the loss or
damage to users' property. In relation to the health of users, mental health is another aspect to be taken into
account and it is difficult to estimate the impact an event will have on each individual [2]. In addition to the direct
costs, there are indirect costs such as loss of earnings as well as administrative costs resulting from the
intervention of the administration (rescue, police investigation and legal costs). The number of assets and
people affected will not only be determined by the location, inventory and occupation at the time of the event
but also by the intensity of the event.

Most studies that attempt to approximate the costs of various calamities usually do so on the basis of real cases
(see for example [3], although in some cases there are models of potential hazards [4, 5, 6]. Most models that
analyse the economic costs of a disaster use input-output (I-O) models to estimate the economic consequences
of shocks [3, 8]. I-O models describe the interdependent relationship between industries in terms of what one
industry needs from another to produce its goods and services. Disruption can directly affect people's health,
destroy infrastructure and property. Direct economic losses result from the reduction in final demand due to
lost wages or fatalities and the rendering of facilities unusable. I-O models measure the system-wide effects of
these direct losses because the directly affected industries reduce their demand for goods and services from
other industries, referred to as indirect losses. Total economic losses are the sum of direct and indirect losses.
I-O models are supported by extensive data collection around the world. Approximating the costs of an event
that has happened or of a hypothetical scenario is complex but possible, but it is not possible to make
calculations for potential events that have not been concretely defined [4, 5, 6], taking into account each of the
characteristics of the event. To make this approach we would be talking about a scenario case. The effects of
an explosion resulting from a terrorist attack at a particular location at a particular time would be totally different
from the effects of an explosion of the same intensity at another location and/or time.

When carrying out the budgetary analysis of a simulated scenario, it is first necessary to establish the intensity
of the event and the consequences of the scenario, in order to be able to measure the economic impact of
these consequences. The budget module provides a basis for CAMS, establishing a broad catalogue of events
and indicating the expected effects on assets for each event, through a matrix indicating the expected risk and
impact for each asset for each phenomenon. Phenomena can combine with each other, generating complex
scenarios. Through the budget simulation module, the different assets that would be affected by the scenario
as a whole can be identified. This allows the intensity of a threat to be graded, and therefore generate concrete
simulation scenarios. CAMS can associate the expected damage to assets for each phenomenon provided by
the Budget Simulation Module with other data entered into the system such as the number of elements of each
type present in the environment in which the simulation is generated, repair times and repair costs to perform
the economic analysis. The generated matrix is therefore an input for the analysis of the costs of a threat that
is carried out by the CAMS tool. In accordance with the deliverables of Work Package 7 under the leadership
of RMIT, the complete system specification for the enhancement of current capabilities of CAMS for rail assets,
including all the scenarios and vulnerable asset components, can be developed in D7.5.

1.2 Structure of the deliverable

This document includes the following sections:

e Section 1: This section outlines the objectives of Task 7.3 and the interrelationship of the deliverable within WP7,
especially its relationship with the CAMS tool.

e Section 2: In this section, the concept of a threat profile and phenomenon concept (around which the budget
simulation module revolves) are presented. The methodology used for the analysis of threats and the construction
of the profile of threats and their budgetary implications, the scales used and the equations for the assessment of
the phenomena are presented.
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e Sections 3, 4 and 5 introduces the threat profile and the budgetary implications for, physical, natural and cyber
threats, respectively. Each section shows the catalogue of phenomena associated with the different hazards in
the section and the associated hazard intensity scores.

e Section 6 shows an example of the use of the methodology applied to a simulated scenario in which different
phenomena are combined and the total impact of the event on the assets can be known.

e In section 7 results from the analysis of threats assets are presented and discussed, establishing the most

impactful threats and the most vulnerable assets. The connection of the module matrix with the CAMS tool is

discussed.

In section 8 the budget simulation module of S4RIS as an integral part of the CAMS tool is discussed.

In section 9 the main conclusions and future lines of work are presented.
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2. Conceptualizations and methodology

2.1 Overview of profile of threats and budgetary implications

In deliverable 3.1, an extensive taxonomy of threats that can affect the railway system and metros was drawn
up. However, a particular threat, such as an act of vandalism, can present very different phenomenologies
(graffiti, fires, destruction of objects, obstruction, etc.) and the consequences of each of these particular forms
of attack will also be different. Attacks can also be directed against different targets (e.g. attacks with explosives
in the station, wagons, rails) or have different intensities (earthquakes of different magnitudes or different
magnitudes of an explosion among others). Taking into account the particularities that a threat can present,
they have been divided into phenomena. Each phenomenon will have a particular impact on certain assets.
Depending on the number of assets likely to be affected, the impact on the asset (damaged, disabled or
destroyed) and the priority of the asset for the service, each phenomenon will have a score, which makes it
possible to 1) measure the intensity of an event, 2) identify the events or phenomena that pose the greatest
risk to the service and 3) identify the assets that will be affected by the phenomenon and the degree to which
they will be affected. This allows guiding Asset Management and budgeting strategies under extreme events.
The profile of threats is therefore defined as the different possible phenomena within the threat and the
budgetary consequences are conceptualised as the impact on assets for each phenomenon.

2.1 Characterization of the profile of threats and budgetary implications

In order to develop the profile of threats, the first step was to carry out a literature review to identify the main
forms or phenomena that can present the same threat. The taxonomy developed in deliverable 3.1. was used
as a starting point and a series of phenomena were established based on the review of the academic literature
and incidents on the groups of threats in the taxonomy. Natural events such as earthquakes, wind, floods, etc.
are structured and graded in the academic literature according to the intensity of the event (e.g. Ritcher scale
or Beaufort scale for earthquakes and wind respectively). These threats can be measured objectively and
therefore generate scales, but these scales are not comparable with each other. Other threats, such as physical
or digital attacks, cannot be measured in a simple way and therefore no scales exist. An explosion will depend
on the type of explosive used, the charge, the pressure, the location, the oxygen level, etc. To make a scale of
explosions according to the power of the event is complex, but to make a scale from the measurement of a
variable for other attacks, such as acts of vandalism, sabotage or armed attacks, is impossible, as it is the
particularities of the event that shape the result. The way to identify the different phenomena of a threat that
we have used is to identify frequent particularities, in order to create an extensive but parsimonious catalogue.

Depending on the threat, we have considered particularities that have been identified as relevant in the
literature for that specific threat, such as the number of attackers or the type of weapon for armed assaults, or
the type of target for vandalism or explossions, in order to establish the different phenomena that make up
each threat. This does not, however, provide information on the intensity of the phenomenon in comparison
with other phenomena. Some kind of impact measurement or estimation is necessary to compare the intensity
of the different phenomena.

The full catalogue includes 228 phenomena and is presented in the subsequent sections, organized by each
type of threat.

2.2 Intensity of threats and budgetary implications

Once the catalogue of phenomena was developed, it was necessary to measure their intensity in some way in
order to be able to graduate the intensity of threats and associate different effects according to the different
varieties and intensities they could present. The intensity of natural threats such as earthquakes or wind is
widely developed and standardised in the scientific literature, however, comparisons cannot be made between
hazards of different nature, e.g. the scale used to measure the intensity of an earthquake cannot be compared
to the intensity of a wind storm. On the other hand, there are no intensity scales for human attacks, whether
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physical, such as vandalism or armed terrorist attacks, or cyber-attacks. Given the absence of objective scales
to measure the intensity of threats of human origin such as different types of attacks. In this deliverable, a
model has been developed that allows the intensity of an event to be graded taking into account two
fundamental parameters: On the one hand, the intrinsic characteristics of the event or attack vector in the
context of metro and railway networks; for this purpose, different elements found in the literature have been
taken into consideration for each threat and they are represented in the catalogue of phenomena. In the case
of an explosion, for example, the explosive charge or the place where the detonation occurs (in a carriage, in
the station, outside, etc.) will produce a different impact of different intensity on the service. On the other hand,
the assets that can potentially be affected and their relevance to the service, according to the expected impact
on the railway infrastructure. For this purpose, we have developed a two-axis matrix. One axis contains the
complete catalogue of phenomena, organised into threats. The other axis is made up of a list of 44 assets (see
table 35) provided by EGO and organised in sections according to location (station, command centre, wagon,
tracks). Each combination of phenomenon and asset is given a value for the probability that the asset will be
affected or impacted by a phenomena (PI) and another value for the expected impact (El) (see table 1 and 2).
The product of both values is the risk posed by the phenomenon to the asset (individual risk value).

TABLE 1: LEVEL OF THE PROBABILITY OF PHENOMENA AFFECTING AN ASSET

1-Low A low probability level but higher than zero. Referring back to the example of the threat
of small objects on the tracks, the impact on wagon assets such as wheels is unlikely
but possible. The presence of larger objects has a higher risk of affecting these assets.

2 - High This level of probability of affecting the asset is proposed for an impact that is likely but
there is a certain level of uncertainty. For example, in the case of earthquakes, structural
elements are likely to be damaged, but there is considerable uncertainty.

This probability should therefore not be understood as the probability of the occurrence of the phenomenon to
which the probability is associated. It refers to the probability that in the event of the occurrence of the
phenomenon the asset will be directly affected by that phenomenon, regardless of how probable or improbable
the occurrence of the analysed phenomenon is.

TABLE 2: LEVEL OF THE IMPACT OF THE PHENOMENA ON EACH ASSET
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1 - Minor This level reflects impacts on assets that reduce their condition but are still functional or
damage where damage is merely cosmetic. Since CAMS assesses the ageing of assets, this
score is of interest for calculating the deterioration curve after an incident when the asset
has not needed to be replaced.

2- This level refers to assets that are temporarily out of service and require minor
Compromised maintenance to bring them back into operation.

The result is a matrix indicating the risk of each asset being affected by each phenomenon and the expected
impact.

The individual risk values (IRV) are divided by 3 to keep a 5 levels scale (from 0 to 4) and then modulated by
the criticallity of the asset (AC). Each AC was rated on a scale of 1 to 5 by two end-users. The scores for each
asset were similar between the two samples. In case of discrepancy, the mean of the two scores was used.
The sum of the Modeulated IRVs indicates the overall risk of the phenomenon for the infrastructure and takes
into consideration the number of assets affected, the degree of impact and the priority of the asset. To keep
the scale from 1 to 5, the values are divided by 5.

There are threats that can be directed against a wide variety of targets, e.g. graffiti or destruction of assets.
This does not mean that all assets identified as susceptible to the consequences of the attack are involved in
the particular event. On the contrary, there are other threats, such as explosions or fires that have the capacity
to damage all identified assets in a single event. Assuming that the probability and impact of these two threats
on the assets were the same (i.e., maximum probability and level of damage for the same assets), the sum of
the risks of each asset would give the same score and therefore the two threats would have the same score.
A threat can have events with the same intensity. This is why the sum of the modulated IRV is again modulated
according to the amplitude or spectrum of the phenomenon (PS), i.e. the number of assets that can be affected
in a single event of the phenomenon analysed. In this way, phenomena such as vandalism and explosions,
both of which can affect almost all assets, would have different final scores, as the former will usually target a
single asset per event, while the latter will affect a wide variety of assets in a single event.

TABLE 3: LEVELS FOR PHENOMENA SPECTRUM

1-0One This category refers to phenomena that normally have a single target, or a limited
component number of targets. For example, the graffiti sub-threat. In this case the score will be
affected multiplied by 0,33

2 - Few This level refers to all those phenomena that will potentially affect several assets, such
components as a localised fire or a small flood, a landslide or most cyber-attacks. In this case the
affected score will be multiplied by 0,66

PU - Public D7.3, January 2023



The modulated sum of each asset for each phenomenon is the overall intensity of the phenomenon (OIP). The
threats intensity scale will be composed by the OIPs of each event that are part of a threat. In short: each asset
has an individual risk constructed on the basis of the probability of being affected and the impact that the
phenomenon would have on the asset. The value is modulated according to the importance of the asset. The
sum of the individual risks modulated by the importance of the asset is again modulated according to the level
of extent of the threat.

EQUATION 1: INTENISTY INDEX FOR PHENOMENA AND ASSET

IRV=PI*EI/3
Modulated IRV = IRV * AC /5

OIP = SIRV * PS

The OIP scores are normalised to obtain values on a scale with homogeneous values by multiplying the OIP
value by 100 and dividing by the maximum possible score, 176 (an IRV value of 4 for the 44 assets, 44*4=176).

Once the instrument was designed, two researchers were instructed on how to score the relationships between
the asset and the phenomenon. In testing the results, it became apparent that, although the assets identified
as likely to be affected were moderately similar between the researchers, there were statistically significant
differences between the scores that each researcher had associated with risk for each phenomenon-asset pair.
To overcome this problem, it was decided that three researchers would jointly establish scores using group
techniques to pool the scoring criteria and obtain similar scores for each phenomenon-asset pair.

Further content in this section redacted.

The full description of this section is included in the none redacted report attached to another confidential
deliverable due to security reasons.
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3. Catalogue of physical attacks and their
budgetary implications
Chapter redacted.

The full description of this chapter is included in the none redacted report attached to another confidential
deliverable due to security reasons.

4. Profile of natural threats and their budgetary

implications
4.1 Natural events

Unlike physical attacks, most natural events are measurable. Such events usually occur in a larger environment
than physical attacks. An earthquake or flood will not normally occur in a localised area such as a depot or the
control centre, but will affect the entire station. For this reason, we have ignored the location when setting up
the case phenomena. It is possible, however, to identify the assets that will be affected by the location. The
score is therefore a score assuming an overall effect on the network, but since the assets are categorised by
location (station, command centre, wagon, tracks) it is possible to select the location of interest and recalculate
the score.

TABLE 4: PHENOMENA FOR EARTHQUAKE THREAT AND INTENSITY SCORES

EA1 Minor Earthquake (1-2 Richter) 0,60
EA2 Moderate Earthquake (3-4 Richter) 7,51
EA3 Severe Earthquake (5+ Richter) 28,10

The earthquake threat has been divided according to the power of the earthquakes from the Richter scale [53].
Due to the impossibility of finding differences between each of the levels of the scale, it was decided to merge
some degrees, leaving 3 sub threats according to the literature of earthquake consequences [54, 55]. As the
only variable in this case is intensity, the greater the intensity of the earthquake, the greater the budgetary
implications. Heavy snowfall, ice storm and heavy wind phenomena are based on common meteorological
classifications.

TABLE 5: PHENOMENA FOR FLOOD THREAT AND INTENSITY SCORES

FL1 Minor flood 1,88
FL2 Moderate flood 8,76
FL3 Major flood 27,10

Floods do not depend just on the level of rainfall or water leakage, but also on the geography of the location.
They can also be caused by non-meteorological phenomena including vandalism. In order to maintain the
internal coherence of this type of threat and to have a parsimonious graduation, we have decided to divide the
threat profile into three phenomena, according to flood literature [56-59]: minor floods, moderate floods and
major floods. The first ones refer to waterlogged areas. The latter refer to a level of flooding that makes access
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to the location difficult. The third level does not allow access to the location. As in the case of earthquakes, the
higher the intensity, the more assets affected and the more likely they are to be damaged.

TABLE 6: PHENOMENA FOR HEAVY SNOW / ICE THREAT AND INTENSITY SCORES

HS1 Extremely cold temperatures (congelation) 3,24
HS2 Severe snow 1,03
HS3 Medium ice balls (hail) 3,01
HS4 Big ice balls (hail) 6,40

Cold can affect various assets, accelerating the deterioration process and impacting on their proper functioning.
Snowfall will affect in a similar way but unlike cold will only affect those assets affected in a more direct way.
Hail will impact in a similar way to snow but its destructive potential is greater.

TABLE 7: PHENOMENA FOR HEAVY WIND THREAT AND INTENSITY SCORES

HW1 High wind to moderate gales (up to 88 km/h) 1,83
HW2 Whole gales (up to 102 km/h) 4,63
HW3 Violent Storm (up to 117 km/h) 6,89
HW4 Hurricanes (118+ km/h) 14,95

The wind threat has been divided according to the power of the wind from meteorological classifications
(Beaufort scale) [60]. Due to the impossibility of finding differences between each of the levels of the scale, it
was decided to merge some degrees, leaving 3 threat phenomena. As the only variable in this case is intensity,
the greater the intensity of the wind, the greater the budgetary implications.

TABLE 8: PHENOMENA FOR LANDSLIDE THREAT AND INTENSITY SCORES

LS1 Minor rockslides 1,09
LS2 Moderate rockslides 6,01

LS3 Major rockslides 24,94
LS4 Minor soil slides 1,24
LS5 Moderate soil slides 11,78
LS6 Major soil slides (avalanche 37,38

The landslide threat has been divided according to geological classifications. Due to the impossibility of finding
differences between each of the levels of the scale, it was decided to merge some degrees, leaving 3
phenomena. As the only variable in this case is intensity, the greater the intensity of the landslide, the greater
the budgetary implications.

4.2 Physical incidents

Content in this section redacted.

The full description of this section is included in the none redacted report attached to another confidential
deliverable due to security reasons.
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5. Profile of cyber threats and their budgetary
implications

Chapter redacted.

The full description of this chapter is included in the none redacted report attached to another confidential
deliverable due to security reasons.

6. Selected scenario

As mentioned above, the potential phenomena proposed for each threat can interact with each other,
facilitating, for example, the commission of physical attacks from other digital attacks. and the scenarios that
have been depicted throughout the project are a clear example of some of the possible combinations that can
occur.

Chapter redacted.

The full description of this chapter is included in the none redacted report attached to another confidential
deliverable due to security reasons.

7. Results

The literature review has allowed the development of a catalogue with a total of 228 phenomena related to the
threats previously identified in the SAFETY4RAILS project (D3.1). The phenomena present particular
characteristics in which a threat can occur, in addition the phenomena can be combined among them, which
allows generating simulated scenarios that respond to the wide variety of ways in which an event could occur
while doing so in a standardised way, thanks to the extensive catalogue of proposed phenomena that can be
selected when configuring the scenario, and the parsimony and flexibility of the proposed catalogue. Each
hazard is composed of several phenomena, which normally have different impacts in relation to the assets they
affect and the intensity with which they affect them, which allows the development of scenarios with similar
hazards but different intensities.

The risk of the phenomenon on each asset and the expected impact have been presented in a matrix that
allows the identification of the assets involved in an event, the impact to the asset and to the service. Knowing
the type of assets that will be involved, the CAMS tool can make budget estimates for critical events, using the
data provided by the end-user regarding the amount of assets, their cost or repair time. One of the impact levels
of the matrix indicates that the asset is still functional but has suffered damage, which allows identifying assets
that are still functional but need to be overhauled or whose service life expectancy may be affected. That is,
the individual data in the matrix, i.e. the data for each asset, informs CAMS of the assets concerned and the
level of adequacy. The present module allows different intensity levels to be selected for the same threat in
order to generate degradation curves according to the incident characteristics. The individual data in the matrix,
i.e. the data for each asset, informs CAMS of the assets concerned and the level of adequacy.
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FIGURE 1: FRAGILITY MODULE FROM CAMS

The matrix provides CAMS with the type of extreme event and the intensity of the event, in order to determine
the damage after a disruptive element.

Chapter redacted.

The full description of this chapter is included in an annex of another confidential deliverable due to security
reasons.

8. Web-based software tool as a budget
simulation module

The Budget simulation module of S4RIS is an integral part of the CAMS tool and not an independent software,
however CAMS also includes other functionalities. As indicated in D.7.1 CAMS “uses end-user data, including
budget plans that can be de-identified under the scope of the SAFETY4RAILS project. In the S4RIS platform,
CAMS is used to inform the station operator of the budget and time estimates to repair, maintain, and restore
the infrastructure following cyber-physical incidents. This prediction is based on the normal deterioration of
railway assets due to age and the unpredictability of cyber-physical incidents [63]. CAMS calculates
maintenance/repair Time and Budgets Scenario for railway/subway components in case of a cyber-physical
attack or ageing considering the aspects of deterioration during any incidents and after incidents discussed in
this deliverable. In case of a cyber-physical event, CAMS through the S4RIS enables end-users to identify
weak and strong points in their infrastructure and it is able to provide specific reports to help evaluate the
predictions produced by the tool by comparison with real-time and historical data. Following the incident, the
railroad organisation enables to recognise the asset's vulnerability and fragility, which will help improve
resource allocation and reduce financial losses for the future of the station itself. The threat catalogue includes
threats for which there may not necessarily be previous records from end-users, or the records of these
incidents may not necessarily correspond to the assets currently available. This is why the analysis performed
in this deliverable on the potential impact on assets of each type of phenomenon is necessary to be able to
make budget estimates but also enables the identification and work on assets that have the most impact on
the operation of the station, so that the operation of station can commence as soon as possible after the event.

“The CAMS conceptual data model has been created to show how various entities relate to each other during
asset assessment. These relationships have dependent and complicated connections, which are difficult to
handle from the end-user's perspective. CAMS has been designed to help decision-makers to establish the
hierarchy relationships between the components of the railway infrastructure thereby identifying the importance
of individual components with regards to system functioning [...] Based on the condition of the element before
the event, its intensity, and the intensity of the event, we have some way of estimating the actual condition of
the element after an extreme event. [...] CAMS tool has the capacity to optimise infrastructure investment
across multiple locations. For example, rail lines can be divided into metro lines and suburb lines. For multiple
asset groups and a limited budget, the optimisation solution focuses on minimising the total cost while keeping
critical assets at a specified level of resilience [...] and suggests a budget that is required to maintain the facility
according to the scenario that is applied to the assets” [64]. The budgeting tool therefore allows to address
threats of different intensity to different types of budgets and to perform a simulation that takes into
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consideration both elements and gives an optimal response to the event and the end-user's budget, considering
criticality of the assets. Thus, taking into account the assets that are affected by each phenomenon and the
data provided by the end users on the times and costs of changing and repairing the different assets, it is
possible to establish the budget for the effective reactivation of the service, considering the impact that each
asset has on the service.

Predicted LCC (Morelnfo] [ # |
o 30.271
42.54M
- Irr——

FIGURE 2: CAMS COST DISTRIBUTED BY CRITICALITY. SOURCE D.7.5

9. Conclusion

9.1 Summary

The budget simulation module has developed a catalogue with a total of 228 phenomena related to the threats
previously identified in the SAFETY4RAILS project (D3.1) to feed CAMS and allow degradation curves to be
made. This module is therefore not a stand-alone tool, but provides a data matrix to be used by CAMS.. A
threat can take different forms depending on the particular characteristics of the event and the impact will also
be modulated by the characteristics of the target at the time of the event. In order to assess the impact a threat
will have on a system, it is necessary to establish both of these characteristics (concerning the threat and the
target). In CAMS, end-users can enter detailed information about their asset system, including the number of
assets in a location, their replacement cost or repair times, but it is necessary to also consider the
characteristics of the event in order to perform a simulation. The budget simulation module, developed in Task
7.3, “Establishing the profile of threats and their budget implications”, provides such data to CAMS allowing
budget simulations to be carried out for critical events, taking into consideration their nature and intensity.

Section redacted.

The full description of this section is included in the none redacted report attached to another confidential
deliverable due to security reasons.
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9.2 Future work

Section redacted.

The full description of this section is included in the none redacted report attached to another confidential
deliverable due to security reasons.
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ANNEXES

ANNEX I. GLOSSARY AND ACRONYMS

TABLE 9 GLOSSARY AND ACRONYMS

Term

AC

CBRN

CCTV

CRAVED

DDoS

DNS

El

HTTP

I-O models

IRV

IT

km/h

NTP

OIP

oT

Pl

PS

SDoS

PU - Public D7.3, January 2023

Definition/description

Asset criticallit. Refers to the scale of relevance of the asset in the system.

Chemical, Biological, Radiological and Nuclear

Closed-circuit television

Concealable, removable, available, valuable, enjoyable, disposable

Distributed denial of service

Domain Name System

Expected Impact. Refers to the scale indicating the level of damage that an asset can sustain.

Hypertext Transfer Protocol

input-output models

Individual risk vaules

Information technology

kilometres per hour

Network Time Protocol

Overall Intensity of the Phenomenon. Refers to the total score of the phenomenon under
analysis.

Operational technology

Probability of Impact. Refers to the scale indicating the probability of an asset being affected
by a phenomenon.

Phenomenom Spectrum. Refers to the number of assets that can be affected in a single
incident.

XML Denial-Of-Service

20



SQL Structured Query Language

XML extensible markup language

TABLE 10: LIST OF ASSETS AND IDS
table redacted.

The full description of this Table is included in the none redacted report attached to another confidential
deliverable due to security reasons.
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