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ABOUT SAFETY4RAILS

SAFETY4RAILS is the acronym for the innovation
project: Data-based analysis for SAFETY and security
protection FOR detection, prevention, mitigation and
response in trans-modal metro and RAlLway
networkS. Railways and Metros are safe, efficient,
reliable and environmentally friendly mass carriers, and
they are becoming even more important means of
transportation given the need to address climate change.
However, being such critical infrastructures turns metro
and railway operators as well as related intermodal
transport operators into attractive targets for cyber
and/or physical attacks.The SAFETY4RAILS project
delivers methods and systems to increase the safety
and recovery of track-based inter-city railway and
intra-city metro transportation. It addresses both
cyber-only attacks (such as impact from WannaCry
infections), physical-only attacks (such as the Madrid
commuter trains bombing in 2004) and combined cyber-
physical attacks, which are important emerging
scenarios given increasing loT infrastructure integration.

SAFETY4RAILS concentrates onrush hour rail
transport scenarios where many passengers are using
metros and railways to commute to work or attend mass
events (e.g. large multi-venue sporting events such as
the Olympics). When an incident occurs during heavy
usage, metro and railway operators have to consider
many aspects to ensure passenger safety and security,
for example, carry out a threat analysis, maintain
situation awareness, establish crisis communication and
response, and they must ensure that mitigation steps are
taken and communicated to travellers and other users.
SAFETY4RAILS will improve the handling of such
events through a holistic approach. It will analyse the
cyber-physical resilience of metro and railway systems
and deliver mitigation strategies for an efficient
response, and, in order to remain secure given
everchanging novel emerging risks, it will facilitate
continuous adaptation of the SAFETY4RAILS solution;
this will be validated by two rail transport operators and
the results will support the re-design of the final
prototype.
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Executive summary

This document, deliverable D7.5, has established a guided analysis of Purposes and Contexts
underpinning the proposed SAFETY4RAILS optimised budget for a given level of resilience
planning and accordingly set out the implicated stakeholder and data types. Accordingly, the
budget optimisation under a specific level of resilience is assessed for cyber-physical attacks.
Some foundational work on assessing the resilience of infrastructure against natural disasters
such as flooding was carried out at RMIT before SAFETY4RAILS was started. In the foundational
work (SAFETY4RAILS), a comprehensive resilience assessment model for railway networks was
developed, which calculated the optimal investment to achieve a given level of resilience

This defines a localised Investment Assessment model for end-user decision makers so that
mitigation and recovery phases can be cost-benefit evaluated, as well as risk-aversive measures
to reduce delays in planning specific investment assessments, since it will collect and describe
cyber-physical attacks and systems incorporated into the asset assessment. In this context this
deliverable used generated outputs from D7.1, D7.3 and D7.4 as required for input to CAMS.

The essential data have been identified, including historical data processing by the CAMS software
in SAFETY4RAILS. Therefore, the requisite compliance measures have been budgeted, deployed,
and monitored at each stage of the project lifecycle. The results enable related partners and end-
users to generate an optimised budget plan, using the necessary information based on incidents or
ageing issues. In this context given the evolution of age-related degradation, and more rapidly, the
evolution of threats, the maintenance of a target resilience envelope would require dynamic
resilience optimisation for which the analysis, by UREAD, of the cyber-physical security-privacy
threats, as exemplars, has resulted in a framework for dynamic vulnerabilities and threats based
on risk analysis and an intuitively visualised calculus for Threat Severity Ranking and
Combinatorial Countermeasures Prioritisation (TSR-CCP). This is to inform CAMS of the dynamic
ranking of requisite vulnerability fixes to support an agile resilience engineering eco-system-—
continuing to remain responsive to the ever-changing threats landscape.

This deliverable is the output of the last task of work package 7. The work package is called Policy
planning and investment measures for prevention, detection, and response mitigation, for which
RMIT is the lead participant under the SAFETY4RAILS project.
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1. Introduction

1.1 Overview

The Central Asset Management System (CAMS) provides deterioration modelling, risk assessment,
rehabilitation cost forecasting, and an integrated mobile solution for data collection. As discussed in the first
deliverable of this work package (D7.1), budget policies affect resilience, as each recovery plan associated
with specific mean budget allocations, lead to specific recovery times and resilience cover. An effective
maintenance plan and optimised budget allocation requires insight into the deterioration process of each
asset.

As discussed in deliverable 7.1, an effective maintenance plan and optimised budget allocation requires
insight into the deterioration process of assets in infrastructures. To maintain high reliability and resilience
against ongoing deterioration and potential extreme events, one approach is to ensure rail assets are in good
or strengthened condition so that the damage caused by extreme events is minimal and thereby contributing
to fast recovery. To achieve this approach, Maintenance and Rehabilitation (M&R) should be regularly carried
out. Under the assumption of specific annual budgetary limits. Given a large number of rail assets affected, a
budget optimisation scheme is required to select annual M&R actions (including no-action, minor repair,
major repair and replacement) on individual rail assets so that the total cost over time is minimised while a
specified resilience level is maintained over a planning horizon of 10-20 years. The CAMS software tool is
equipped with an optimisation module that helps in determining M&R actions under various budget scenarios
and at various resilience levels.

CAMS as the budget planning tool in SAFETY4RAILS, enables the digitisation of this optimal budget for a
given level of resilience. Using the CAMS tool, various scenarios of a railway infrastructure incident can be
viewed and selected, and the associated budget impacts can be provided.

1.2 Integration process in WP7

A certain process has been followed by the WP7 participants so they could proceed with the integration. The
following steps needed to be followed by each participant once they had achieved effective results in WP7.

e Review the results and determine what information is to be shared with other participants from the
perspective of their deliverables.

e Communicate with relevant project participants to agree on a specific outcome for another deliverable
based on the generated information, data, documents, and technical conclusion during the project
period.

e Implement the necessary functionality required, including development for integrating with other
involved participants, in order to successfully exchange results and information.

o Verify implementation of functionality by integrating results from each deliverable with other partners
and tool(s) (CAMS as the only tool in WP7).

The overall aim was to exchange effective output between each participant in WP7 in accordance with the
project scope. In consequence, the D7.5 (not its structure) could be regenerated or updated by each WP7
participant based on real-time data for further development.

e D7.1 Investment assessment model for cost-saving evaluation of risk mitigation and recovery; By
using asset classification from ANNEX 3-D3.1 and based on the data table from SecuRail; required
data needs for CAMS were categorised and prioritised such as cost of assets maintenance; cost of
assets repair; cost of assets renewal; cost of assets replacement; as well as time of assets
maintenance; time of assets repair; time of assets renewal; time of assets replacement and
components dependency (ANNEX 5&6 D3.1); components priority and risk determination, ranges of
cost-saving estimation were discussed and exported to D7.5 for optimising budgets.

e D7.2 Consequence cost model various failure scenarios; Based on the results of D7.2, mitigation
actions were established to assist with responding to and recovering from threats (based on the
D3.1threats classification), as well as further preventing them in the WP7 deliverables. As a result,
D7.2 provided an optimal mitigation strategy based on a model of the risks that can be exposed to the
deliverable. Section 4 of D7.2 provided recommendations for identifying weaknesses in asset
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management systems, then assisted in improving CAMS fragility analysis through the following
methods: experimental fragility functions based on experimental data, empirical fragility curves based
on survey data, judgmental functions based on expert judgment, numerical simulations or analytical
models. To reduce reopening times after incidents, the results of D7.2 in Annex IV, such as the
consequence cost model-mitigation matrix, were also used to create an accurate data table for CAMS
regarding the priority of components and their dependencies in the recovery phase. As a result of
synergies, T7.2 developed a predictive model of the stochastic process of degradation under normal
operating conditions and/or extreme incidents, as described in Section 4.3 of D7.1. Also, the relevant
assets were identified in D7.2' based on the asset list categorised and prioritised in D7.1 (which were
transferred to CAMS). As another result, D7.2 provided complementary functions for CAMS by
providing optimal mitigation actions beyond asset maintenance?.

e D7.3 Budget simulation module of S4RIS; when carrying out the budgetary analysis of a simulated
scenario, it is first necessary to establish the severity of the event and the consequences of the
scenario which measures the economic impact of these consequences. The budget module provides
a basis for CAMS, establishing a broad catalogue of events and indicating the expected effects on
assets for each event. This is through a matrix indicating the expected risk and impact for each asset
for each phenomenon (See D7.1)%. Phenomena can combine with each other, generating complex
scenarios. Through the budget simulation module, the different assets that would be affected by the
scenario as a whole can be identified. Several data collected in WP7 was also considered, including
profiling threats in T7.3 and evaluating the cost implications of response and recovery mitigations in
T7.2. Vulnerabilities extracted from WP3 and WP5 toward WP7 were associated with the extended
threat taxonomy provided in D7.3 (this requirement is fulfilled by design since this taxonomy extends
D3.1). Consequently, this deliverable was prepared based on a list of assets in circulation in WP7
(which is consistent with D7.3), which examines the assets in a typical railway station. Following the
concept presented in Figure 1, a relational database containing data categorised in WP7 contributed
by D7.3 was developed to estimate the budget optimisation for a particular threat or combination of
threats. According to the result, the threat/asset matrix identifies the assets that are affected by each
threat and describes the impact and probability of that threat. These matrices were generated based
on threat ranking at the asset level, which considers the probability and impact of a threat affecting an
asset. In addition, the catalogue of phenomena was also used as an input to identify vulnerabilities,
enabling a vulnerability matrix to be generated from the catalogue of events in D7.2. In Deliverable
D7.2, the probability scale was transformed into percentage while the impact scale was transformed
into quantitative cost, and then considered through the cost per asset provided in CAMS output (See
Data for CAMS on D6.4[Columns N-O] and D8.2 [Columns 9-10])*°. So depending on the number of
assets likely to be affected by specific threats, the impact on the asset (damaged, disabled or
destroyed) and the priority of the asset for service recovery, each phenomenon was categorised by
these matrixes, assisting CAMS in determining the priority [Column N] and dependencies of assets
[Column Q] that will be affected by the phenomenon as well as the extent to which they will be
affected (See Figure 2 on D7.3)%. On the one hand, explosions caused by terrorist attacks at specific
locations at specific times would have totally different effects on the railway component than floods at
those same locations. On the other hand, each threat can have a different effect on railway
component priority and dependencies to achieve minimum recovery time. In the process, CAMS
subsequently examined the costs caused by the threats described in D7.3. This enables the intensity

'SAFETY4RAILS, Deliverable D7.2- Page 25.

2SAFETY4RAILS, Deliverable D7.2-Page 54.

SSAFETY4RAILS, Deliverable D7.1- Page 39 and Table 12 [Columns 9-10).
4SAFETY4RAILS, Deliverable D6.4 - Data for CAMS [Columns N-OJ- ANNEX 1.
SSAFETY4RAILS, Deliverable D8.2 - CdM SE [Columns9-10].

8SAFETY4RAILS, Deliverable D7.3-Figure 2.
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of a threat to be graded, and therefore generate concrete simulation scenarios. So, CAMS associated
the expected damage to assets for each phenomenon provided by the Budget Simulation Module with
other data entered into the system. This includes the number of elements of each type as present in
the environment in which the simulation is generated, repair times and repair costs to perform the
economic analysis. The generated matrix is therefore an input for the analysis of the costs of a threat
that is carried out by the CAMS tool. Due to this synergy between SAFETY4RAILS work packages
and their participants, end-users can determine the optimum budget by prioritising mitigations
according to the threats they selected. In this way, Asset Management and budgeting strategies can
be guided under incidents.

In below diagram (Figure 1)7, showing the relationships between the Tasks (7.1, 7.2, and 7.3) identified
above as part of WP7.

Mitigation matrix
Threat type B Threat/Asset matrix (response and
recovery elements)

Consequence-cost model

Input

T7.2

Vulnerability matrix

T7.1,T7.2
- Probability . Cost of failure of the
Computation of costs

- Impact scenario w/ mitigations

Output
Cost of failure of the

scenario w/o mitigations

FIGURE 1: TASKS 7.1, 7.2 AND 7.3 RELATIONSHIP - CONSEQUENCE COST MODEL CONCEPT/

D7.4 Resilience assessment model of optimised investment; the Fault Tree model maps each node's
assets to its infrastructure, which CAMS used to identify interdependencies between railway assets
based on flood scenarios that were studied in Sections 2 and 3 of D7.4. In Deliverable D7.4, the
mitigation strategy was described in Table 28, which was applied to meet CDM scenario requirements
in the Milan simulation (a sample of other SAFETY4RAILS simulations). Through the use of the Fault
Tree model, CAMS improved its input data fields [Columns | to M]® to reduce recovery time for
accurate budget policies derived from D7.4. This means that CAMS uses binary methods (FIGURE 2)
for assets condition to reduce recovery time by defining 1 and 0 [Columns | to M] of the input data
(See ANNEX I1I). As a result of D7.4, CAMS used binary methods (Good/Faulty) of D7.4 to define
asset condition priorities and dependencies in CAMS input data (Figure 3). In the process, Colour
Codes?® classified in D7.4 was used to assist CAMS in identifying flood-affected assets. For CDM, the
flooding scenario from D7.4 was presented with CAMS on pages 11-13, which were simulated in

"SAFETY4RAILS, Deliverable D7.2— Page 10.

8SAFETY4RAILS, Deliverable D7.4 — Page 15.

SANNEX 111
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Milan. Furthermore, D7.4 demonstrated the proposed scenario and methodology by testing floods in
Milan for settings, resilience, and mitigation strategies, and then CAMS used it for numerical analysis
of asset condition and performance. (See Ficure 3 from the CAMS presentation in Milan simulation

exercise.)
Elevators=1 Elevators_1 Elevators_2 Elevators_3 Elevators_4 Expert Rule
If all Elevators are functional then Stairs module is considered fully
1 1 1 2 1 "

functional
If one of the Elevators is functional then Elevators are considered

0,75 1 1 1 0 functional to the extend depending on amount of functional Elevators.
If one of the Elevators is functional then Elevators are considered

0,75 9! 1 0 1 functional to the extend depending on amount of functional Elevators.
If one of the Elevators is functional then Elevators are considered

0,5 1 3 0 0 functional to the extend depending on amount of functional Elevators.
If one of the Elevators is functional then Elevators are considered

0,75 1 0 1 1 functional to the extend depending on amount of functional Elevators.
If one of the Elevators is functional then Elevators are considered

0,5 1 0 1 0 functional to the extend depending on amount of functional Elevators.
If one of the Elevators is functional then Elevators are considered

0,5 1 0 0 g functional to the extend depending on amount of functional Elevators.

FIGURE 2: ASSET CONDITION IN D7.4 FORWARDED To CAMS??

SAFETY: LS
CdM SE - FIood Scenario for GARIBALDI simulation exerc;;m

3D underground water simulation images were
generated using Milan subway historical volume GW data
via Arc-GIS Pro including possible flood consideration
from RINA.

(b) 3D underground water
simulation Images
g were generated using
= | uct 7
| [ Milan subway
3 historical volume GW
= data via Arc-GIS Pro.
Legend |
. Milan Metro Station -
. M2 Gallery connect to M5 £ [
I infrastructure Network J
B §
- Station Buildings '7[_‘:’7 0
3 i a 2 The Station
UC1 (b): Flooding at -1 in right underpass, -
. Volume of the Water considered by RINA and NCSRD UC2 (c): Flooding at -1 in the left & Framework for the
d g idered by RINA and : 2 ;
e 0 Milano Porjta Garibaldi
metro station has
UC3 (d): Flooding at -4 at underground g‘;i/’; provided by
. . . platform, considered by RINA and NCSRD A
CdM Simulation Exercise 06/07/2022 12

FIGURE 3: THE FLOOD SCENARIO IN D7.4 USED IN THE SIMULATION EXERCISE - CDM®/

10SAFETY4RAILS, Deliverable D6.4 - Data for CAMS [Columns N-Q.
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1.3 Structure of the deliverable

In this report, we focused on optimising budgets for a given level of resilience in the chapters that follow.

e Chapter 1: Introduction

e Chapter 2: Central Asset Management System (CAMS)

e Chapter 3: Resilience of Railways Infrastructure

e Chapter 4: Resilience Model

e Chapter 5: Budget Optimisation for Infrastructure Resilience

e Chapter 6: Summary and Conclusion

2. Central Asset Management System

CAMS provides a valuable opportunity to explore the combined effects of cyber-physical disruptions on
railway infrastructure. To enhance resilience against cyber-physical attacks, it is necessary to determine
when, where, and how to spend money in order to enhance the end-user’s ability to effective reaction against
cyber-physical attacks.

RMIT developed the CAMS interface for SAFETY4RAILS so that railway end-users can take advantage of
this tool. CAMS has been implemented in Madrid, Ankara, Rome, and Milan, and has been tested and
debugged successfully. It has enabled the end-users to use the tool’s functionalities not only for investment
management, but also for interacting with the outcome of the SAFETY4RAILS project by planning the
recovery budget and predicting the timeline for reopening railway facilities. Railway end users can plan for
incident-based operational expenditures (caused by incidents) and ageing-related capital expenditures
(caused by ageing) by using CAMS cost optimisation.

CAMS was accessible through the S4RIS platform not only for end-users for condition monitoring during
incidents but also for other tool providers to access and edit the data at any time during the railway life cycle.
The CAMS flexibility in using the recommended default settings for railway hierarchy and transition matrices
or introducing customised features with the option of importing from Excel worksheets made it appealing to
end-users and other SAFETY4RAILS participants.

2.1 CAMS Data

The CAMS data models are categorised and divided into simple stages. In the beginning, data models are
very conceptual and not many details are included. As more effort is added, the models can evolve to a more
logical or physical level. Also, CAMS simplified the process for different types of models, which included
conceptual, logical, and physical stages, in accordance with the sample presented in this deliverable. In this
process, CAMS compares the actual data that it receives from end-users with historical data sets, including
theoretical as well as logical data sets, in order to make accurate comparisons. Effective budget planning can
be designed using conceptual data models generated by CAMS. By representing these concepts in a
hierarchy form, end-users can make better informed decisions in case of incidents through CAMS' planning
and budgeting optimisation results.

2.2 CAMS Budget Modelling

The CAMS framework organises data in a simple database format. In the CAMS data model, Excel cells are
used to represent logical data and their relationships. As a result of the SAFETY4RAILS project, the CAMS
asset management system was developed under the framework for managing railway infrastructure. The
conceptual infrastructure management framework was adopted for railway assets and some components
such as IT components were added during the SAFETY4RAILS project. These components were added to
meet the requirements for effective investment management in the event of an incident. The main structure of
a railway infrastructure with its essential stages, components and elements is shown in FIGURE 4.
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FIGURE 4: CAMS BUDGET MODELLING!

2.3 CAMS Workflow

Based on the concept of resilience, the CAMS framework (FiGURE 5) was developed by Huu Tran'! from RMIT
University for SAFETY4RAILS. (See CAMS explanation of CAMS related to Deliverables D8.3 and D6.4 for
more details.)

Create the Railway Upload component Condition data range to
component register data (Excel file) component

Create the extreme PNty of event Components affected
event register 4 and % of affection

Generate reports
(budget forecast and
system damage)

FIGURE 5: CAMS WORKFLOW

11As the author of reference 19, in Bibliography - May 2021.
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3. Resilience of Railways Infrastructure

CAMS aims to develop a detailed technical and financial plan for the recovery phase of incidents or ageing
damage, and to model how recovery can impact the railway infrastructure. The recovery phase involves
scheduling a number of recovery activities for both the physical and IT components. It is also imperative to
create a CAMS internal matrix that can be easy to understand and useful at different levels of railway asset
data. To predict how recovery phases will affect the physical and cyber state of infrastructure, we need
historical data and predictive models of how state variables have evolved over time.

CAMS proposes a multistage budgeting approach in terms of the cost of repairing or replacing the damaged
components during the recovery phase. CAMS identifies additional features for the rail infrastructure recovery
phase, such as reducing costs, partitioning damaged components, and expediting reopening. Railway
infrastructure recovery phases can be described through the functional conceptual, logical proximity of
railway components, or a combination of different incidents, such as traffic jams caused by terrorist attacks.

3.1 Budget Estimation

The CAMS conceptual data model has been created to show how various entities relate to each other during
asset assessment. These relationships have dependent and complicated connections, which are difficult to
handle from the end-user's perspective. CAMS has been designed to help decision-makers to establish the
hierarchy relationships between the components of the railway infrastructure thereby identifying the
importance of individual components with regards to system functioning. If it is considered that the rail system
still functions even when the ticketing system is out of service, then the train station and rail track have a
more important role than the ticketing system. This importance ranking can be used for the scenario of a
limited budget in a prioritised manner such that components with a more important ranking receive the budget
before the less important ones.

Budget estimation after the incidents is based on a damage assessment report, which is often carried out
right after the incidents. If the budget is unlimited for the repair of critical rail assets such as tracks and train
wagon, the repair crew and repair material might be limited, resulting in prioritised repair planning. In this
case budget estimation can provide time and costs for repair with prioritised schedules. If the budget is
limited, optimisation of repair budget is carried out to maximise system resilience while keeping time and cost
at specified levels. In this case, the importance ranking of individual assets and system resilience as
demonstrated in D7.1 was used in the optimisation process to provide repair actions (e.g., repair, replace or
delayed) for individual assets.

3.2 Investment Model

The CAMS contributed scenarios, calculations and engagement with the railway infrastructure, and
investment measures that supported the prevention, detection, response, and mitigation aspects of the main
that were addressed in the recovery phase. Data introduced by end-users to CAMS is divided into the
following categories:

* Assets inventory (component data)
+ Topology
* Type and quantity of elements

In order to determine the overall configuration of a system, first determine the type of element or component
group that is needed. Based on the probability of the component, a rehabilitation budget can be calculated. A
conceptual model determined by CAMS includes the following recommendations.

* Required Cost
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* Available Funding
e Cumulative difference

The investment model in the CAMS tool provides the optimised budget to maintain resilience at a specified
level, i.e., to keep rail assets from being in a poor condition due to deterioration and to strengthen these
assets against potential extreme events. The optimisation of a budget requires the selection of maintenance
actions every year for individual assets based on the deterioration rate of their asset groups and the damage
matrix of extreme events. FIGURE 6shows the relationship between the deterioration and rehabilitation cost
over planning time. In this figure, the asset condition has five condition states corresponding to the
deterioration levels. Condition 1 is a brand-new like condition and condition 5 is the worst or failure condition.
As the probability of condition 5 increases over time, the rehabilitation cost also significantly increases as
compared to other conditions. This is because condition 5 is often treated with replacement or a major repair,
which incurs higher costs than minor repairs as may be deemed appropriate for conditions 2 and 3. The
investment model uses this cost-deterioration curve to optimise a network of rail assets so that network
resilience is at the specified level.

—e—C1 c2 c3 c4 —e—C5

1.000

0.800

0.600

Probability

0.400

0.200

0.000 —
o] 10 20 80 40 50 60 70 80 Q0

Time [years]

Rehabilitation Cost per unit of element

65
X 55
as R
33
N 15I 1:;I I
0o o0s
5 10

15 20 25 30 35 40 45 50 55 60 65 70 75 80 90

RehabCost

NoWoAR BN

Time [year]

FIGURE 6: FUTURE DETERIORATION PREDICTION AND BUDGET FORECASTING

3.3 Reactive Model

Reactive models reflect the condition states of assets by comparing past and current inspection reports. The
model also provides the cost spent on various maintenance activities. The CAMS tool can be used with the
reactive models. In Figure 7, the deterioration curve abruptly shifts from current condition to a failure
condition C5 after one year. This abrupt change in the deterioration curve is a reflection of the occurrence of
an extreme event. The cost associated with the replacement of failed assets is shown in the cost bar below.
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FIGURE 7: DETERIORATION CHANGE DUE TO INCIDENT AND SERVICE RESTORING GRAPH

The CAMS tool takes the rehabilitation cost per unit of element to be the cost of replacing an element when it
changes to failure condition C5.

3.4 Damage and Performance

Based on the condition of the element before the event, its intensity, and the intensity of the event, we have
some way of estimating the actual condition of the element after an extreme event.

For the budget reactive module (after an extreme event occurs), CAMS assumes that it will all end up in the
C5 condition after the event occurs. In reality, some elements may not be functional, and some will
experience failures or outages concurrently.

Ideally, the CAMS generated module will serve as a budget planning tool (for proactively identifying system
weaknesses) during extreme events.

» Expected condition C
+ Damage index D=(C-1)/4
* Performance Q=1-D

FiGure 8 shows the prediction of final condition by the CAMS tool after an extreme event based on the current
condition and intensity of the extreme event. It can be seen that if the current condition of assets is in good
state, it requires extreme event with large intensity to change the good condition into very poor or failure
condition. For example, the lower part of Figure 6 shows that if an asset is in condition 4 (yellow line) before
the extreme event, then the event with intensity measure of 2 can bring the asset to the final failure condition
5. On the other hand, if the asset is in initial condition 1 (blue line), it requires an intensity measure of 5 to
bring asset to final failure condition. The upper part of Figure 6 shows an example of condition, damage and
performance of an asset before and after the extreme event. The intensity of extreme event can be obtained
from past data or scenarios-based analysis. For example, fire intensity is defined in fire science as the rate of
heat transfer per unit length of the fire front. The intensity is more related to the process of the event and
might be difficult to be measured in some cases. Alternatively, event severity can be used to assess its
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damage or impact on the surroundings. In this case, event severity can be used to replace event intensity in
damage assessment and estimation. Based on this damage performance model, it is recommended to
maintain assets in a good condition to mitigate the impacts of extreme events.

| Before Event Event After Event

| Year 5 InM c 2.524
| c 1.524 2.00 D 0.381
D 0.131 Q 0.619
| a 0.869

Fragility Damage State

Initial

c1= Condition

IC=C1

IC=cC2

IC=C3

Expected Final Condition
VY]

IC=C4

IC=C5

C1-11

[0} 1 2 3 4 5 6 7

Intensity Measure

FIGURE 8: FRAGILITY DAMAGE STATEF/

4. Resilience Model (quantitatively and qualitatively)

The damage condition of all components for a mixed-type incident can be assessed as a whole. CAMS can
determine the future performance of the infrastructure based on the assessment of damage, including the
budget and recovery time. FIGURE 9 shows two methods that can be used to assess the resilience of a
component. To quantify railway resilience, CAMS uses the condition states of rail assets as an indicator of
resilience instead of the framework of resilience shown in FiGure 9 and FiGure 10due to a lack of complete
historical data. The first method is a quantitative method that uses an integration formula to calculate the
resilience. Alternatively, the second method is a qualitative method that considers many factors contributing
to the recovery rate as shown in FIGURE 9. These factors can be arranged in a hierarchy structure that enables
calculation of their scores to arrive at the resilience index. Each contributing factor is given a qualitative score
based on expert opinion. FIGURE 10 shows the comparison between the Australian framework on contributing
factors to the resilience of the infrastructure asset and the simplified framework adopted for CAMS to
estimate the resilience of a rail component.

Ficure 11 shows the integration formula that consider how performance Q(t) of the component returns to its
normal level over a recovery period of time t after a damage event. The resilience becomes the area of the
curve Q(t) and the larger the area the higher the resilience. FiIGURE 11 also shows the calculation of resilience
with regards to performance Q(t) and resource C. The resource C and recovery time T often has some
correlation as shown in Ficure 11. However, this method requires the data on the performance Q(t) after a
damage event, which might not always be available and the contribution of many factors (e.g., the capacity of
emergency service and social support) to the recovery rate is difficult to measure.

Reducing recovery budgets for disruptions in infrastructure functionality is crucial to railway operations. In
particular, effective strategies for enhancing railway resilience need to:

» Develop tools for the recovery of infrastructure, such as the CAMS mathematical environment
* Quantify resilience associated with quick recovery facilities after incidents.
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+ Develop a computationally manageable approach for resilience optimisation.

Indicator Combined Final index
index
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Qualitative method (e.g. scoring) Economic
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Governance Capacity

and
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FIGURE 9: THE COMPONENT LEVEL OF THE RESILIENCE MODEL/
CAMS propose a simple mathematical formulation to model recovery phases, assess resilience, and optimise

the resilience of infrastructure through reducing repair and replacement budgets. The CAMS multistage
curves are designed to reduce computation costs and make recovery plans more manageable and practical.
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For instance, if an asset is in good condition 1, then resilience is 4 and if the asset is in failure condition 5, its
resilience is zero (0) because this condition state requires replacement or major repair, which often takes
long time and high cost. However, for some IT assets, the replacement might take a short time if the
replacement part is readily available. As the condition state becomes poorer due to deterioration or extreme
events, the resilience gets smaller. In this example, the range of resilience is between 0 and 4. A smaller or
larger scale can be used. This is a simplified approach since data to calculate resilience using the
quantification method is not yet available. CAMS then formulates a multi-feature optimisation budget plan that
aims to increase the resilience of the metrics while minimising the recovery cost and increasing the accuracy
of the results. The outcomes of the optimisation are maintenance actions that can keep the rail assets in

PU - Public D7.5, September 2022 18



good condition, thereby maintaining the specified level of resilience. The objective of the optimisation is the
cost minimisation over a planning time while keeping the resilience or asset condition at the specified level.
For example, Table 1 shows an example of 4 rail assets and their area (m2), conditions and corresponding
resilience in a particular year. As explained above, condition 1 is brand-new and condition 5 is the worst or
failure condition. The asset condition is obtained from inspection at the current year or predicted by
deterioration model in the future year. Table 2 shows five maintenance actions and unit costs that can be
taken in a year for a rail asset. Table 3 shows the optimisation solution for maintaining resilience and
minimising total cost over a period of 2 years for a given annual budget. As can be seen from Table 3, the
annual maintenance cost is below the annual budget. The resilience of rail assets is kept at 3 or above and
the total cost over 2 years is minimised taking into consideration the annual rate of deterioration

Extreme Resilience can be calculated as
A Event 1 to+th
R=— f Q(t)dt
th Jy,

3levels of Resilience
to be defined:
» HIGH
MEDIUM
LOW

Time could also be calculated as
S lost per h of out-of-service

Performance
o)

Time (7)

Extreme Extreme
Event

100%

Resources (¢)

Performance
Oy

Time (1)

Ie n to il 12 = (to+h) . P

FIGURE 11: QUANTIFICATION OF THE RESILIENCE INFRASTRUCTURE IN CAMS/"4

Four basic railway assets and their resilience are shown in Table 1 and Table 2. Additionally, Table 3
presents an estimation of how to maintain resilience while minimising costs over the next two years. In
section 6 and Annex I, detailed cost calculations are presented for the simulation exercises.

Class Length(m) Width(m) Area(m2) Condition Resilience
1 Track 92 7.1 656 2 2
2 RollingStock 243 7.1 1725 2 2
3 Station 172 7.1 1221 5 0
4 Info. System 449 8 3592 1 4

TABLE 1: FOUR BASIC RAIL ASSETS

Do-nothing Minor repair Medium repair Major repair Replace
Cost-M0 Cost-M1 Cost-M2 Cost-M3 Cost-M4
€0 €0.6/m2 €1.08/m2 €2.09/m2 €3/m2
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TABLE 2: FOUR BAsIC RAIL ASSETS AND THEIR RESILIENCE

€ 10,000

Total Cost

Year1-Action

€

Budget

5,123

Yri-Cost

708.48

1863

2551.89

Ave.

Sum

RAIL
SYSTEM
Resilience

Resilience
after
repair

3.75

15

Deterioration

€

10,000

Total Cost

Yr2-Action

Budget

€ 732,60

Yr2-Cost

732.6

Ave.

Sum

RAIL
SYSTEM
Resilience

12

Resilience
after
repair

12

TABLE 3: AN ESTIMATION OF OPTIMISATION SOLUTION FOR MAINTAINING RESILIENCE AND MINIMISING COST OVER 2 YEARS

4.1

Resilience Quantification

CAMS aims to model the effects of a cyber-physical attack on infrastructure and determine a schedule for the
recovery of Quantification budgets due to incidents. There are several components that have to be scheduled
in a recovery facility to make data easier to manage for decision makers at different levels. CAMS uses
historical and predictive data on the state variables that describe the components’ time evolution to prepare
inputs for recovery and estimation budgets for reopening damaged facilities under attack. SAFETY4RAILS
exercise simulation uses imaginary scenarios to identify critical members, component priorities and state
variables. CAMS creates a realistic budget plan for the repair or replacement of broken components through
simulation exercises. In CAMS, some newly added features define recovery times and costs for the damaged
components along the railway infrastructure.
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5.Budget Optimisation for Infrastructure Resilience
5.1 Predicted Cost by CAMS

According to D7.1, CAMS tool has the capacity to optimise infrastructure investment across multiple
locations. For example, rail lines can be divided into metro lines and suburb lines. For multiple asset groups
and a limited budget, the optimisation solution focuses on minimising the total cost while keeping critical
assets at a specified level of resilience. Figure 12 shows a collective view of the asset portfolio and its
functional spaces. The colour of the boxes represents the average condition of the spaces, and the sizes
represent the number of components.

The model within CAMS consists of deterioration matrices that have been developed using historical
condition data gathered from multiple sites in Australia. Due to limited condition data of rail assets at the
current stage, those deterioration matrices using Australian data are used as the substitute until more
condition data of rail assets become available. These matrices can then be converted into deterioration
curves which are used to predict the life of assets over time.
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FIGURE 12: CAMS CONDITION DISTRIBUTION

Unlike standard deterioration curves which are linear or simple deterministic curves, the probabilistic nature
of these curves provides a distribution of condition rather than a definite condition of an asset. At any given
point in time, the condition rating of an individual asset is a probability distribution instead of a specific
condition rating. Each curve consists of five individual curves for condition 1 to condition 5, where 1is best
condition 5 is worst condition. The total value of all these curves adds up to 100% at any given point in time.
Using this probability, an intervention can be applied, and replacement of the asset can be carried out when a
certain probability threshold point is met. Ficure 13 shows an example of the outcome which is generated by
CAMS. Replacement costs are uploaded for each asset. When the threshold point is reached, each of these
assets will be replaced which shows as a single peak in the cost chart. The analysis is run for all of the
components in the system and the result is aggregated to determine the portfolio. FiGure 13 component count
is 30271. For these components the total required cost for 42.5 million over the next 40 years. On the bottom
right corner of the dashboard a distribution of risk cost is represented. The size of the blocks represents the
intensity of the cost. An array of scenarios can be generated by varying the replacement probability threshold.
The scenarios can be selected based on a variety of factors including risk, criticality, component group
location etc. The outcome information can be displayed in different tabs.
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FIGURE 13: CAMS PREDICTED COST

CAMS also develops financial modelling and simulation techniques to evaluate the effectiveness of
investments and lack of investments in railway infrastructures physically, digitally, as well as operationally,
determining whether there is a cascade of effects on the railroad industry in the case of an event or attack.

FIGURE 14 represents the cost profile distributed by criticality. Each colour represents a different criticality; red:
High criticality and blue: Low criticality. Criticality can be based on many factors and will be different from one
station to the next. Each element may have a criticality based on their location, function, contribution to safety
etc. (Distributing criticality as shown helps.)
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Cost related to different criticality ratings can be isolated and analysed. This feature enables the user to
identify and plan for budgeting with limited resources. As seen in FIGURE 15 only criticality 4 has been selected
and the number of components has now decreased to 4550 and the cost has changed to 8,98 million. This
means if there was limited budget; the priority can be applied for the high criticality/risk assets.

PU - Public D7.5, September 2022 22



% Risk Cost

Predicted LCC

&  stndwd Detautt Criticality Custom Component Group Current Condition Component Count

4,550

Inflation Rate 2.6M Total cost

W

Required Cost Vs Year

2504

Required Cost (WithInflation) &2

8.98M
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FiGure 16 shows the selected criticality profiles are 4 and 5 and the required budget over the 40 years is
24.08 million. Thus, if there was a limited budget, the propriety criteria could be applied to these assets and
the low criticality assets left to be dealt with later as requested.
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FIGURE 16: CRITICALITY 4 AND 5 COST

5.2 Budget Optimisation by CAMS

CAMS suggests a budget that is required to maintain the facility according to the scenario that is applied to
the assets. This is the ideal budget if unlimited resources are available. However, this is not the case in most
situations and there are always limited resources. When limited resources are available, a restrictive budget
can be applied to the report which then will provide a cumulative difference profile. This can be used to
estimate the required budget and adjust the requirement according to the risk profile.

FiGure 17 shows the required cost in blue bars and the yellow dots represents the applied budget per annum,
in this case 2.25 million. This provides the red line graph which shows the cumulative difference between the
suggested cost and the available budget over time. In a situation where the budget is not sustainable enough
for the upkeep of the selected scenario, higher risk assets can be focused on rather than all of the assets.
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This will ensure that all the critical assets are maintained at the required level of resilience (resilience is
described in Section 4 of this document). CAMS has a data field to specify risk/importance ranking of
individual assets which can be defined by the end user. The data field can be filled manually or can also be
filled using a batch excel file uploaded into CAMS. The risk ranking or priority level of individual assets is
used as a constraint in the budget optimisation under limited budget. If the budget is not limited, the risk
ranking of assets is not used.
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FIGURE 17: CAMS WORKFLOW

Ficure 18 shows the three levels of budgets provided by CAMS. The difference comes from the different
levels of resilience threshold applied to the train network. As mentioned above, it is unlikely that unlimited
repair/replacement budget is available for improvement of all damaged assets. Therefore, using the resilience
index discussed in section 4, an optimised budget can be provided. This provides a lower cost at the expense
of some assets not being in peak condition, however, satisfying the minimum level of resilience required for
normal operation of the station.

In this report, the overall budget over a set time period (i.e., 10 years) is looked at. The objective of the
optimisation is to have the least budget required over a period of time while ensuring the correct function of
the asset.

Additional Inputs that are required for this model to work are as follows

* Maximum available budget per year

* Resilience index before and after incident (Condition Rating is proportional to resilience index. See
Table 4)

* Minimum resilience index threshold (This will enable the user to choose which the level of resilience
expected of all assets as the minimum acceptable, for example, Resilience Level 3 means all assets
will have a resilience index of 3 or higher)

* Unit Cost (cost needs to be supplied: minor repair, medium repair, major repair and replacement cost)

» Hierarchy information (including condition rating and quantity)

Situation Cond. Resilience Index
Best 1 4
Good 2 3
Fair 3 2
Poor 4 1
Worst 5 0
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TABLE 4: RESILIENCE INDEX TO CONDITION RATING RELATIONSHIP

Sometimes it is not advisable to provide minor or medium repair for assets that have suffered major damage
and are in the worst condition/resilience index. Providing minor repair may not be possible as the entire asset
needs to be replaced in full or at least major repair carried out. Within CAMS this can be input as a
replacement priority factor so these assets are budgeted for with high priority.

In addition, priority considerations could be also informed by the changing vulnerabilities, due to the evolution
of external threats landscape. In this context, the dynamic Threats Severity Ranking and Combinatorial
Countermeasures Prioritisation framework, as developed by UREAD and extensively described in D7.1,
would inform CAMS with the prioritised vulnerability fixes to support dynamic optimisation of resilience
investments for the maintenance of a target resilience level responsive to the ever-changing sources and
likely impacts of threats.

TSR-CCP is based on an ontologically committed and methodologically guided analysis to arrive at an
operational-context-aware managed mix of highest priority countermeasure sets to support cost-effective and
efficient resilience assurance against security and privacy threats as an exemplar. This led to 38 highest
priority countermeasures being prescribed by TSR-CCP for safeguarding against 363 ranked privacy and
security threats facing an loT-enabled Railways System.

Accordingly, TSR-CCP supports Agile Resilience Assurance to protect and mitigate against any risks in any
domain provided one could estimate the likelihood of the risks leading to threats and materialising as
attacks/incidents and the scale of their impacts.

However, it is important that the threats and countermeasures analysis provides for intuitive visualisation as
offered in TSR-CCP decision tables. CAMS also provides the following Graphical User Interface to input the
budget optimisation parameters (FiGure 18). The minimum replacement threshold provides the minimum
resilience threshold level to which the condition of an asset has to be raised after it has reached resilience
index 0. This means you cannot do minor/medium repair on a completely failed assets, rather needs major
repair/full replacement to improve threshold to level 3 (FiIGure 18) or higher (4).

Budget Optimisation Parameters

Max Budget ($): 10000000
Resilience Threshold: Level 3
Optimisation period (Years): 10

Minimum replacement throushold: 3

FIGURE 18: CAMS BUDGET OPTIMISATION GUI

The optimisation can produce a graph as shown in FiGure 19. The colours represent three levels of applied
resilience thresholds. The resilience thresholds are coded as 0 to 4 with 0 being the lowest level of resilience
and 4 being the highest resilience. Three levels of resilience optimised budgets can be seen below. The
lowest budget is for assets that are at resilience level 2. This means all the assets are brought up to an index
level of 2 or higher. The highest budget is for resilience level 4, which brings all assets to a resilience level of
4, which is the highest resilience.
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Budget vs Resilience
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FIGURE 19: CAMS BUDGET OPTIMISATION WITH RESILIENCE LEVEL

5.2.1 MdM Simulation Exercise

This section presents the results of Madrid simulation exercises in terms of budget optimisation. FIGURE 20
shows the graph of the budget required for the maintenance of the facility for the next 40 years on the
assumption of no incidents occurring. As can be seen, the different peaks represent the cost of the
replacement cycles for the assets that are nearing end of their useful lives. The cost is distributed across
multiple years and in this instance the cost of year 2022 is mild compared to the full lifecycle cost across the
next 40 years.
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FIGURE 20: MADRID SE — COST BY YEAR AT COMPONENT GROUP
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FiGure 21shows the impacted graph after an incident occurs in 2022. The bar chart is split by colour to
represent the component of cost affected due to the incident occurring. Note the spike in 2022 due to the
requirement to replace a large proportion of assets all at once due to the bomb blast. The spike also occurs
twice in the 40-year lifecycle since some of components have reached their natural end of life after the initial
replacement in 2022. The increase in cost is significant and can see there is a large gap between what is
seen in FIGURE 20 vs. FIGURE 21. This significant cost is not budgeted for, and an effective strategy needs to be
put in place to ensure adequate operation of the station after the incident.
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FIGURE 21: MADRID SE — BUDGET REQUIRED POST INCIDENT

The above cost focuses on identifying all assets that are damaged and replacing them. This can be a very
costly exercise after a disastrous event due to the significant damage caused. A better approach is to identify
and attend to repairable assets which can reduce the initial cost during the year of the incident, spreading the
cost over multiple years. In CAMS, this budget optimisation utilises the resilience index level. This means that
all the assets that are damaged are not considered to be replaced, but some repaired to an adequate level
ensuring the station is operational but may not be at its optimal performance. This is the best outcome with
the budget strain that has been created due to the unexpected cost increase.

As seen in FIGURE 22, three variations of costs for the three levels of resilience: two, three and four, have been
calculated. The highest budget is for level 4 as all assets are repaired/replaced to a resilience index level 4.
This cost is different from the above replacement schedule as the goal is to keep the resilience level high and
not replacing everything that is dropped to condition 5. The peak cost in 2022 is due to the incident occurring
in that year. The repeat costing seen throughout the next years is due to natural deterioration resulting in the
already replaced assets reducing in condition and reaching the resilience level selected. These assets are
again replaced/repaired providing the budget shown for the next 10 years.
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FIGURE 22: MADRID SE- OPTIMISED BUDGET PLAN FOR DIFFERENT RESILIENCE LEVELS

The tables in ANNEX Il show samples of how FiGure 22 has been generated. It shows the calculation steps
taken to achieve the result above. A sample list of components (Table 12) used for the analysis is shown
(Column 1 and 2). All components within the station have been analysed using the CAMS budget optimising
algorithm. The third column represents the resilience after the event which is when the condition of the assets
is at its poorest. Year 1 action shows values from 1 to 4 (minor, medium, major repair, and lastly full
replacement). Cost of the work is highlighted in the next column. The resilience improvement is shown in the
next column followed by the resilience degradation due to natural deterioration. The natural aging process is
slow, and the optimisation effects can only be observed when considering several years of budget planning.
The optimisation algorithm helps identify the best condition in which the elements should be
replaced/repaired to get the best value for cost over time.

Table 10 and Table 11show a range of replacement schedules and their resulting resilience index in brackets
for non-optimised and budget optimised scenarios for a sample of assets from the MdM scenario. The table
summarises the resilience rating and the schedule of work that needs to be completed on these assets. The
values L1, 2, 3 and 4 correspond to the minor, medium, major repair and full replacement. The improved
resilience index is shown next to the action within the bracket. For example, L3(2) represents an action level
3 (L3)and an achieved resilience of 2 (“(2)"). As seen, many of the assets are in resilience state 0 (Column 3)
after the incident. Minimum threshold resilience is set to level 2 which is achieved in the bracket next to the
action).

For Asset ID 12 - “Auxiliary signals”, the minimum resilience threshold is set to 2. Due to the damaged
caused by the incident, Resilience After incident has dropped to 0 (Table 10). To bring the resilience level
back up to 2, an action L2 (Medium repair) is completed. The resilience level has increased to 2 as shown in
the bracket due to this action (2022 L2(2)). Due to natural deterioration, in 2024 the resilience level has
dropped back to 1 (Please refer to detailed calculation in ANNEX II-Table 12). To meet the minimum
threshold of 2, L1 — minor repair is conducted which brings the resilience rating back to 2.

This is done without optimising the cost, and therefore, each two years year there is an additional cost of
minor repair due to natural deterioration for the next 10 years.

For the same asset Table 11, shows the budget optimised mechanism to replace the asset with the objective
of minimising budget for 10 years. For the optimised case, in the first year 2022, the asset is brought to a
minimum resilience level to 2. This ensures that the initial cost (incident year) is kept minimal while the
minimum resilience threshold is met, and the station is back in operation. However, in 2024, medium repair is

PU - Public D7.5, September 2022 28



completed to achieve a resilience of 3(L2(3)) which brings the resilience threshold to 3 instead of 2. This
ensures that in the year 2026 no repair needs to be carried out to ensure minimum threshold is met.

In these two examples the total required cost for non — optimised vs. optimised is €12,180 and €11,760
respectively, saving €420 over the course of 10 year

Looking at the same asset with the resilience threshold of 3, for the optimised scenario (ANNEX II-Table 15),
in 2024, Medium repair, L2 (instead of minor repair, L1) is carried out, bringing the resilience level to level 4
(instead of level 3 — minimum). As the resilience level is high, in the following years, there is no need to work
on the same asset for the next few years until natural deterioration brings the resilience below 3 (2030). The
cost of asset for non-optimised vs. optimised is €15,750 and €15,330 respectively which brings a cost saving
due to minimising the repair work that is done on this asset over time. Calculation for this can be found in
Table 16 and Table 17.

Table 18 shows the summary of works that are completed for threshold level 4 (detailed calculation outlined
in Table 19). This threshold cannot be optimised as threshold 4 is the highest threshold, thus, being the most
expensive solution. Table 5shows the difference in optimised and non-optimised budgets for the above
scenario and the percentage reduction in budget due to the optimisation for the whole station.

Resilience Threshold Optimised %Reduction
Level 2 7.56%
Level 3 11.05%

TABLE 5: MADRID SE- BUDGET COMPARISON FOR ALL ASSETS

5.2.2 Ankara Simulation Exercise

The output below shows the replacement budget required for replacement of assets after simulated incident
in Ankara exercise. As can be seen, the peak in 2022 represents the cost of assets that need to be replaced
due to the incident.
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FIGURE 23: ANKARA SE - REPLACEMENT COST PROFILE
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The output is calculated using replacement schedule for all that have reached condition 5. This can be
resource intensive as replacements can be expensive compared to repair work. Resilience threshold canbe
used as a tool to reduce the unexpected cost that is added due to the incident occurring.

FIGURE 24 provides an optimised budget plan for the assets which consider minimising the total required
budget over 10 years. Using different target resilience threshold levels, the total cost can be adjusted to the
level of budget available. An overall resilience level has been selected across all assets. Further fine tuning
can be done if different levels of resilience levels are selected base on the criticality/impact of the assets.

Expected budgets for resilience levels 2, 3 and 4 is produced. Calculations for both non-optimised and
optimised resilience budgets can be found in Table 20 to Table 27. Table 28 shows the schedule of works for
resilience threshold of 4 (Calculation can be found in Table 29). This scenario does not have an optimised
solution as resilience level 4 is the maximum. Detailed explanation of the calculation method can be found in
the previous simulation exercise in section 5.2.1.
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FIGURE 24: ANKARA SE - OPTIMISED BUDGET PLAN FOR DIFFERENT RESILIENCE LEVELS

Table 6 shows the budget difference for the above scenario and the cost saving that can be achieved by
optimising the budget over the next 10 years.

Resilience Threshold Optimised %Reduction
Level 2 6.37%
Level 3 8.18%

TABLE 6: ANKARA SE - BUDGET COMPARISON FOR ALL ASSETS

5.2.3 RFI Simulation Exercise

FIGURE 25 shows the lifecycle cost of the station during simulated incident in Rome simulation exercise. As
can be seen the cost of replacement in the first year (2022) is high as the damage caused by the incident
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needs to be mitigated. The cost provided below focuses on the replacement of the assets that are damaged
during the incident.
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FIGURE 25: RFI SE- REPLACEMENT COST POST INCIDENT

As mentioned in the previous simulations, the above budget is not practical as only replacements are carried
out and not repairs (which costs less). Introducing major and minor repairs alongside replacements can
provide a budget that is manageable. FIGURe 26 shows the optimised budget for the Rome Simulation
exercise. This profile also operates with three levels of resilience.
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FIGURE 26: RFI SE- OPTIMISED BUDGET PLAN FOR DIFFERENT RESILIENCE LEVELS
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Table 30 to Table 39 shows the calculation steps taken to produce the above graph. As mentioned in the
previous simulation exercise, optimisation cannot be completed for threshold level 4 as all assets are
replaced if any of them goes below resilience level 4. Table 7 shows the comparison of cost between
optimised and non-optimised scenarios for thresholds 2 and 3. Detailed explanation of how this cost is
calculated can be found in section 5.2.1.

Resilience Threshold Optimised %Reduction

Level 2 4.86%

Level 3 7.60%

TABLE 7: RFI SE - BUDGET COMPARISON FOR ALL ASSETS

5.2.4 Milan Simulation Exercise

FIGURE 27 shows the cost that was calculated using CAMS in Milan Simulation exercise. A sample budget has
been applied to simulate the backlog that has been created over time due to the budget not being enough
detailed. As can be seen, there is a spike in 2022 due to the incident occurring and which gives a total of 7.3
million in cost. The applied simulated budget is 6 million for that year.
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FIGURE 27: CDM SE- BUDGET vS. COST

Using the above numbers, a cumulative backlog plot can be created so that the backlog or the surplus of
funding can be visualised as shown below. In this hypothetical scenario, the chart starts with a backlog of one
million and continues to reduce over the next few years. By 2042 there is a surplus or approximately half a
million available which is a positive outcome.
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FIGURE 28: CDM SE - CUMULATIVE BACKLOG

The above required budget is hypothetical and not practical in most cases. In reality the available budget is
not enough, and some level of optimisation must be run to reduce the required budget while keeping the
quality of operation at an acceptable level. The resilience index is used to prioritise assets to be
repaired/replaced with the limited available budget. Below is the optimised budget for the Milan Simulation
exercise. This profile also considers three levels of resilience.
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FIGURE 29: CDM SE - BUDGET OPTIMISATION

Table 40 and Table 41 show the difference replacement schedules and their outcome resilience index in
brackets for non-optimised and budget optimised scenarios for a sample of assets from the Milan scenario
(resilience level 2). As can be seen many of the assets are in resilience state 0 after the incident and having
the threshold of minimum 2 requires actions to be taken in the year 2022. The option is available to whether
improve the condition to the required minimum 2 or higher. The benefit is that in the long run (10 years in this
case) the total expenditure can be minimised by improving replacing in full compared to doing minimum
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repair. In the non-optimised version, the minimum rule of level 2 is satisfied. In the budget optimised version,
in 2022, some assets are replaced, and improved to resilience levels above 2. The overall budget over 10
years is minimised as there is less repetitive maintenance work due to the improvement in conditions.
Calculations for threshold level 2, 3 and 4 can be found in Table 40 to Table 49. Budget is not optimised for
threshold level 4 as it is the highest threshold that can be applied.

Table 8 shows 10-year budget difference between optimised and non-optimised budget scenarios. As can be
seen there is a saving due to the optimisation.

Resilience Threshold Optimised %Reduction
Level 2 7.32%
Level 3 9.00%

TABLE 8: CDM - BUDGET COMPARISON FOR ALL ASSETS
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6. Summary and Conclusion
6.1 Summary

The methodologies in the S4RIS platform have been designed to effectively address the end-users identified
within the scope of the SAFETY4RAILS project. Based on a conceptual framework and the results of the four
simulation exercises, the optimisation of the system has been achieved. RMIT has reviewed the data
collection processes adopted by the various end-users with different scenarios and developed a specification
method for data collection. In the final exercises (RFI & CdM), two sets of railway component data were used
to calibrate the deterioration model. The calibrated model has been validated using a separate set of
inspected data. In addition, deterioration prediction has been incorporated into the decision optimisation for
railway assets. Accordingly, in the following section, RMIT has presented quantitative conclusions based on
CAMS (investment) assessments and budget optimisation during the SAFETY4RAILS project.

6.2 Conclusion

For the Madrid simulation exercise two strategies have been outlined in this report. Firstly, the cost of
replacing all assets that are in poor condition (condition 5 and resilience level 0) and that were replaced or
renewed. The replacement also was extended to the future years using the deterioration algorithms found in
CAMS. The replacement cost of year one is very high as the condition of assets in the year of incident is very
poor (i.e., many assets in condition 5).

Another alternative to replacing assets in full is to identify which elements can be repaired instead of
replacement in full. Four levels of actions were introduced L1 to L4 (L1 minor repair, L2 medium repair, L3
Major repair and L4 full replacement). Resilience thresholds were introduced to provide a variation to the
minimum budgets required to have the stations under operating conditions.

Having a threshold of 2 means that all assets within the station are raised or above this threshold
(approximate condition rating of 3). In this case the station can be in operation, however, all assets are not in
their optimal condition.

Thresholds 3 and 4 aim to improve the operational condition of the station. The effect of this improvement is
the added cost.

In addition to the initial cost, CAMS calculated the cost associated with natural deterioration of assets after
the incident. This deterioration results in poor assets in the future years which also needs to be
replaced/repaired to ensure continual operation of the station.

As seen in simulation exercise for Madrid, the cost of replacement of all assets in condition 5 is very high in
the year of the incident. Introducing resilience thresholds, the cost in the first year as well as the recurring
costs due to natural deterioration has been reduced compared to full replacement of assets in poor condition.

Within each resilience level an optimised solution vs. non-optimised version of budget was calculated. The
goal of optimising is to reduce the overall cost of repair/replacement of assets over a period of time (in this
case 10 years into the future after the incident). In the non-optimised scenario, only the minimum threshold is
satisfied. So, if the minimum threshold is set to 2, all assets are improved only up to a 2 (if they are a 1 or a
0). In the optimised budget scenario, some assets are improved beyond level 2 if there is a significant saving
of doing that improvement over time. Instead of performing minor repair that must be done every year for 10
years (which costs a small amount every year but may add up to a large sum over 10 years), a major
repair/replacement can provide an overall improved resilience of the station while minimising the small repair
work that needs to be performed each year to keep the minimum threshold met. This optimised schedule of
works helps provide a lower overall cost than that of non-optimised scenario when considering all the assets
that belong to the station.

For Madrid simulation the optimised cost was lower by 7.56% and 11.05% for threshold levels 2 and 3
respectively.
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No optimisation can be run for threshold level 4 as the maximum threshold level that assets can be improved
to be level 4. This account for replacing all assets those are below threshold 4 for each year. While this can
keep the station in optimal condition, budgetary constraints make this option impractical.

Similar work was done for Ankara simulation exercise and the optimised cost reduction was calculated as
6.37% and 8.18% for Levels 2 and 3 respectively.

For Rome simulation the reductions of costs for optimised scenario vs. non-optimised were at 4.86% and
7.6% for Levels 2 and 3 respectively.

For Milan simulation exercise the figures were 7.32% and 9% for levels 2 and 3, respectively.

Based on the Central Asset Management System (CAMS), RMIT developed the SAFETY4RAILS CAMS Rail
System to analyse the financial and budgetary state of the rail infrastructure at a granular level, as well as to
identify the vulnerabilities of each critical component. In the initial static analysis, triggers for dynamic
monitoring will be identified. Whenever any issue is detected, the daily operations team will be notified by
CAMS during the recovery phase. In the future, CAMS will move from being a maintenance and upkeep tool
to being able to handle a wider range of extreme events or hazards. The system is cloud-based, and security
of data will be analysed in detail, as well as audit and control. Infrastructure such as rail and metro systems
will be monitored automatically after incidents. RMIT smart programs and IoT initiatives will contribute to the
outcomes. By using machine learning and probabilistic simulation, we will be able to observe a greater range
of options, leading to more effective policies and strategies. By digitising and granularly capturing the entire
rail infrastructure and evaluating its vulnerabilities, accuracy will far exceed current levels. There will be
variable risk ratings for events and triggers which affect the risk rating and financial and budget planning
forecast. Refer to Annex Il for a detailed calculation for the above items.
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ANNEXES

ANNEX I. Glossary And Acronyms

Term
CdM
coO

DMS
DoA
GUI
loT
EGO
ERTMS
ETCS
ETML
EVC
GSM-R
IDS

loC

KMC
MA
MdM
OSINT
oT
RFI
S4RIS
SCADA
SoC

TABLE 9: GLOSSARY AND ACRONYMS

Definition/description

Comune di Milano (City of Milan)
Confidential

Deliverable

Distributed Messaging System
Description of Action

Graphical user interface

Internet of things

Ankara Metro

European Railway Traffic Management System
European Train Control (and Management) System
European Traffic Management Layer
European Vital Computer

Global System for Mobiles — Railway
Intrusion Detection System

Indicator of Compromise

Information Technology

Key Management Centre

Movement Authority

Metro de Madrid

Open-Source Intelligence

Operational Technology

Rete Ferroviaria ltaliana
SAFETY4RAILS Information System
Supervisory Control and Data Acquisition

Security Operations Centre
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TCC
TL
ToC
TRL
WG
WP

WS

Traffic Control System

Task leader

Table of Contents
Technology Readiness Level
Working Group

Work package

Work Workshop
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ANNEX |l. Schedule of works

Madrid Simulation Exercise
Resilience Threshold 2

TABLE 10: NON-OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 2 (MDM)

Resilience After
incident

Asset ID Asset Class

1 Rail 0 L22) Lo Lo  LO@)  LO(2)
2 Overhead line 0 [22) L2 L@ L@ Q2
3 Switch 0 [22) L2(2) L2 L22) L2(2)
4 Bridge 3 Lo@3)  Lo(3)  Lo(3)  LO@B)  LO(3)
5  Tunnel 1 L12) Lo Lo  Lo@)  Lo2)
6  Level crossing 4 L0@)  LO@)  LO(d)  LO@)  Lo(@)
7 Catenary mast 4 L0@)  LO@)  LOo(d)  LO@d)  Lo(@)
8 'S'L';f’lg’i'lf'ae:ce 4 LO(4) LO(3) LO(2) L1(2) L1(2)
= J
g  Junnelvideo 4 LO@4)  LO@)  LO(4)  LO@)  LO(4)
10 Light signals 4 Lo@)  Lo@) L2 L22) L22)
11 :irg:‘f;fs"gh‘ 0 L22) L2 L2 L2@2)  L2(2)
12 Auxiliary signals 0 122 L2 L@E L@ L@
13 Balise 0 [22) L2 L@E L@ L2
14 Antennas 0 122) L2(2) L2 L22) L2(2)
15 Speed sensor 0 [22)  L0(2)  Lo@)  Lo@)  Lo(2)
16 Fixed signals 0 [22)  L0(2) Lo  Lo@)  Lo(2)
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Madrid Simulation Exercise
Resilience Threshold 2

TABLE 11: OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 2 (MDM)

Resilience

Asset Class After 2022 2024 2026 2028
incident

1 Rail 0 L2(2) LO(2) LO(2) LO(2) LO(2)
2 Overhead line 0 L2(2) L1(2) L2(3) LO(2) L1(2)
3 Switch 0 L2(2) L2(2) L2(2) L2(2) L2(2)
4 Bridge 3 LO(3) LO(3) LO(3) LO(3) LO(3)
5 Tunnel 1 L1(2) LO(2) LO(2) LO(2) LO(2)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 LO(4) LO(3) L2(4) LO(3) LO(2)
9 Tunnel video surveillance 4 LO(4) LO(4) LO(4) LO(4) LO(4)
10 Light signals 4 LO(4) L1(3) L1(2) L3(3) L1(2)
11 Traffic light signals 0 L2(2) L2(2) L2(2) L2(2) L2(2)
12 Auxiliary signals 0 L2(2) L2(3) LO(2) L1(2) L1(2)
13 Balise 0 L2(2) L2(3) L1(3) LO(2) L1(2)
14 Antennas 0 L2(2) L2(2) L2(2) L2(2) L2(2)
15 Speed sensor 0 L2(2) LO(2) LO(2) LO(2) LO(2)
16 Fixed signals 0 L2(2) LO(2) LO(2) LO(2) LO(2)

PU - Public D7.5, September 2022 48



Madrid Simulation Exercise
Resilience Threshold 2

TABLE 12: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 2 — CALCULATION (MDM)

- c c

28 £ o5 Sy 2 o5 S,

o 3 25 & 2% 52323 5 e

- ot .= ~ 209 =2 o 2< = .2

% % 28 5 @8 ST 5 78 87

< < £I S 4 o > £ o

2022 2024
1 Rail 0 2 2 €216,000 2 0 2 €- 2
2  Overhead line 0 2 2 €108,000 1 1 2 €60,000 1
3  Switch 0 2 2 €144,000 0 2 2 €144,000 0
4 Bridge 3 0 3 €- 3 0 3 €- 3
5  Tunnel 1 1 2 €200,000 2 0 2 €- 2
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7  Catenary mast 4 0 4 €- 4 0 4 €- 4
8 curvelliance 4 0 4 € 3.0 3 € 2
T -

9 surveiliance. 4 0 4 e 4 0 4 € 4
10 Light signals 4 0 4 €- 2 0 2 €- 0
11 Traffic light signals 0 2 2 €1,620 0 2 2 €1,620 0
12 Auxiliary signals 0 2 2 €3,780 1 1 2 €2,100 1
13 Balise 0 2 2 €270 1 1 2 €150 1
14 Antennas 0 2 2 €1,944 0 2 2 €1,944 0
15 Speed sensor 0 2 2 €1,350 2 0 2 €- 2
16 Fixed signals 0 2 2 €173 2 0 2 €- 2
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Madrid Simulation Exercise
Resilience Threshold 2

CONTINUED FROM TABLE 12: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 2 — CALCULATION (MDM)

c c c c c c
§ '% o § '.g Q '% o _E '.g aQ % o ,E 'g d
a 5 < €37 SE€ < 2% SE€ < 2% S ¢
p bt o 8< S8 « 84 S8 v 84 K
@ @ 5 %G 2T § B8 2T 5§88 27
(7)) 0 O O = O O O s O O O O (d
< < > £ < QX > & Qx > c&d on
2026 2028 2030

1 Rail 0 2 €- 2 0 2 €- 2 0 2 €- 2

2 Overhead line 1 2 €60,000 1 1 2 €60,000 1 1 2 €60,000 1

3 Switch 2 2 €144000 0 2 2 €144,000 0 2 2 €144,000 O

4 Bridge 0 3 €- 3 0 3 €- 3 0 3 €- 3

5 Tunnel 0 2 €- 2 0 2 €- 2 0 2 €- 2

6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4

7 Catenarymast 0 4 €- 4 0 4 ¢€- 4 0 4 €- 4

Line video
8 surveillance 0 2 €- 1 1 2 €1,200 1 1 2 €1,200 1
Tunnel video

9 surveillance 0 4 €- 4 0 4 ¢€- 4 0 4 ¢€- 4

5 Light signals 2 2 €270 0 2 2 €270 0 2 2 €270 0

1 Traffic light

1 signals 2 2 €1,620 0 2 2 €1,620 0 2 2 €1,620 0

1 Auxiliary 1 2 €21100 1 1 2 €2100 1 1 2 €2100 1

2 signals

:1; Balise 1 2 €150 1 1 2 €150 1 1 2 €150 1

1 Antennas 2 2 €194 0 2 2 €1,944 0 2 2 €194 0

; Speed sensor 0 2 €- 2 0 2 €- 2 0 2 €- 2

; Fixed signals 0 2 €- 2 0 2 €- 2 0 2 €- 2

PU - Public D7.5, September 2022 50



Madrid Simulation Exercise
Resilience Threshold 2

TABLE 13: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 2-MbDM)

- c c
o 3 25 & 23 52323 5
o - Q.= ~ 29 =22 o 29 = .2
% % 8 5§ B8 ST 5 B8 8
< < EX > €< A ¥ &< ac
2022 2024
1 Rail 0o 2 2 € 216,000 2 0 2 €- 2
2  Overhead line 0o 2 2 € 108,000 1 1 2 € 60,000 1
3  Switch 0o 2 2 € 144,000 o 2 2 € 144,000 0
4 Bridge 3 0 3 €- 3 0 3 €- 3
5  Tunnel 1 1 2 € 200,000 2 0 2 € - 2
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7  Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Is_:::?n;’ill?aer?ce 4 0 4 £ . 2
T -
9 s:::‘vr:a?lll;’:ldczo 4 0 4 €- 4 0 4 €- 4
10 Light signals 4 0 4 €- 2 1 3 €150 1
11 Traffic lightsignals 0 2 2 € 1,620 0 2 2 € 1,620 0
12  Auxiliary signals 0 2 2 € 3,780 1 2 3 € 3,780 2
13 Balise 0o 2 2 € 270 1 2 3 € 270 2
14 Antennas 0o 2 2 € 1,944 o 2 2 € 1,944 0
15 Speed sensor 0o 2 2 € 1,350 2 0o 2 €- 2
16 Fixed signals 0 2 2 €173 2 0 2 €- 2
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Madrid Simulation Exercise
Resilience Threshold 2

CONTINUED FROM TABLE 13: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 2-MDM)

< c < c < c
a 3 2 23 53 2% 5223 5 ¢
= - m 29 228 « 94 228 n 24 Q¢
? ? 5 @& 2T § %8 2T § B8 27
g g -t 3¢ 2 &% 8¢ £ &% 8¢
2026 2028 2030
1 Rail 0 2 € - 2 0 2 €- 2 0 2 € - 2
2 Overheadline 2 3 €108,000 2 0 2 €- 1 1 2 € 60,000 1
3  Switch 2 2 €144000 0 2 2 €144000 0 2 2 €144,000 O
4 Bridge 0o 3 € - 3 0 3 €- 3 0 3 € - 3
5  Tunnel 0 2 € - 2 0 2 € - 2 0 2 €- 2
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenarymast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 2 4 € 2,160 3 0 3 € - 2 0 2 €- 1
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 1 2 €150 o 3 3 € 525 1 1 2 €150 0
11 :irg:‘f;fs"gh‘ 2 2 €16200 0 2 2 €1620 0 2 2 €1,620 0
Auxili
12 signalasry 0 2 €- 1 1 2 €2100 1 1 2 €2100 1
13 Balise 1 3 €150 2 0 2 €- 1 1 2 €150 1
14 Antennas 2 2 €1,944 0 2 2 €1,944 0 2 2 €1,944 0
15 Speed sensor 0 2 €- 2 0 2 €- 2 0 2 €- 2
16 Fixed signals 0 2 €- 2 0 2 €- 2 0 2 €- 2
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Madrid Simulation Exercise
Resilience Threshold 3

TABLE 14: NON-OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 3 (MDM)

Resilience After

Asset ID Asset Class " 2022 2024 2026 2028

1 Rail 0 L3(3) LO(3) LO(3) LO(3) LO(3)
2 Overhead line 0 L3(3) L1(3) L1(3) L1(3) L1(3)
3 Switch 0 L3(3) L3(3) L3(3) L3(3) L3(3)
4 Bridge 3 LO(3) LO(3) LO(3) LO(3) LO(3)
5 Tunnel 1 L2(3) LO(3) LO(3) LO(3) LO(3)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 'S'L“rsé’i'lf'ae:ce 4 LO(4) LO(3) L1(3) L1(3) L1(3)
= .
g  lunne video 4 LO@4)  LO(4)  LO@)  LO@4)  LO(4)
10 Light signals 4 LO(4) L1(3) L2(3) L2(3) L2(3)
11 I.r g;f;fs“ght 0 L3(3) L2(3) L2(3) L2(3) L2(3)
12 Auxiliary signals 0 L3(3) L1(3) L1(3) L1(3) L1(3)
13 Balise 0 L3(3) L1(3) L1(3) L1(3) L1(3)
14 Antennas 0 L3(3) L3(3) L3(3) L3(3) L3(3)
15 Speed sensor 0 L3(3) LO(3) LO(3) LO(3) LO(3)
16 Fixed signals 0 L3(3) LO(3) LO(3) LO(3) LO(3)
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Madrid Simulation Exercise
Resilience Threshold 3

TABLE 15: OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 3 (MDM)

Resilience

Asset ID Asset Class After 2022 2024 2026 2028
incident

1 Rail 0 L3(3) LO(3) LO(3) LO(3) LO(3)
2 Overhead line 0 L3(3) L2(4) L1(4) L1(4) LO(3)
3 Switch 0 L3(3) L3(3) L3(3) L3(3) L3(3)
4 Bridge 3 LO(3) LO(3) LO(3) LO(3) LO(3)
5 Tunnel 1 L2(3) LO(3) LO(3) LO(3) LO(3)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 LO(4) LO(3) L2(4) L1(4) LO(3)
9 Tunnel video surveillance 4 LO(4) LO(4) LO(4) LO(4) LO(4)
10 Light signals 4 LO(4) L2(4) L2(4) L1(3) L2(3)
11 Traffic light signals 0 L3(3) L2(3) L2(3) L2(3) L2(3)
12 Auxiliary signals 0 L3(3) L2(4) L1(4) LO(3) L1(3)
13 Balise 0 L3(3) L2(4) LO(3) L1(3) L1(3)
14 Antennas 0 L3(3) L3(3) L3(3) L3(3) L3(3)
15 Speed sensor 0 L3(3) LO(3) LO(3) LO(3) LO(3)
16 Fixed signals 0 L3(3) LO(3) L1(4) LO(4) LO(4)
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Madrid Simulation Exercise
Resilience Threshold 3

TABLE 16: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 3 — CALCULATION (MDM)

- C c
a S °¢ & 2% Se qex 5 g
- - Q.= ~ 29 =92 o 249 =g
] ] B8 5 B8 ST 5 % & 27
< < £S > £ o S &4 ac
2022 2024
1 Rail 0 3 3 €420,000 3 0 3 €- 3
2 Overhead line 0 3 3 €210,000 2 1 3 €60,000 2
3  Switch 0 3 3 €280,000 0 3 3 €280,000 0
4 Bridge 3 0 3 €- 3 0 3 €- 3
5 Tunnel 1 2 3 €360,000 3 0 3 €- 3
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Line video surveillance 4 0 4 €- 3 0 3 €- 2
9 Tunnel video surveillance 4 0 4 €- 4 0 4 €- 4
10 Light signals 4 0 4 €- 2 1 3 €150 1
11 Traffic light signals 0 3 3 €3150 1 2 3 €1,620 1
12 Auxiliary signals 0 3 3 €735 2 1 3 €2100 2
13 Balise 0 3 3 €525 2 1 3 €150 2
14 Antennas 0 3 3 €3,780 0 3 3 €3,780 0
15 Speed sensor 0 3 3 €2625 3 0 3 €- 3
16 Fixed signals 0 3 3 €336 3 0 3 €- 3
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Madrid Simulation Exercise
Resilience Threshold 3

CONTINUED FROM TABLE 16: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 3 — CALCULATION (MDM)

= c c = c
s & 88 83 88 588 8¢ g &
= - o 2< 2¢ g 04 2¢ n 24 2 a
3 P 5 & ST 558 % 5 38 S
$ & §is 3k 38 383 2l
2026 2028 2030
1 Rail 0 3 e€- 3 0 3 €- 3 0 3 €- 3
2 Overheadline 1 3 €60,000 2 1 3 €60,000 2 1 3 €60,000 2
3 Switch 3 3  €280000 0 3 3 €280,000 0 3 3 €280,000 0
4 Bridge 0 3 e€- 3 0 3 €- 3 0 3 €- 3
5 Tunnel 0 3 e€- 3 0 3 e€- 3 0 3 €- 3
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenarymast 0 4 €- 4 0 4 €- 4 0 4 €- 4
g _nevide® 4 3 €120 2 1 3 €120 2 1 3 €120 2
= .
g lumnevideo 5 4 . 4 0 4 e- 4 0 4 €- 4
10 Light signals 2 3 € 270 1 2 3 € 270 1 2 3 € 270 1
11 ;r g:‘f;fs"ght 2 3 €1620 1 2 3 €162 1 2 3 €1620 1
12 :i‘;’r‘]'zl‘j‘;y 1 3 €2100 2 1 3 €2100 2 1 3 €2100 2
13 Balise 1 3 €150 2 1 3 €150 2 1 3 €150 2
14 Antennas 3 3 €3780 0 3 3 €378 0 3 3 €378 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 3 €- 3 0 3 e€- 3 0 3 €- 3
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Madrid Simulation Exercise
Resilience Threshold 3

TABLE 17: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 3-MbDM)

- c c

28 S o5 Sy £ 45 S g

o 3 25 & 273 52 3 23 g2

p ot .= ~ 09 =22 o 2< = .2

3 3 58 5 B8 % 5 B8 S5

< < £I > £ A 5 < oc

2022 2024
1 Rail 0 3 3 € 420,000 3 0 3 €- 3
2 Overhead line 0 3 3 € 210,000 2 2 4 € 108,000 3
3 Switch 0 3 3 € 280,000 0 3 3 € 280,000 0
4 Bridge 3 0 3 €- 3 0 3 €- 3
5 Tunnel 1 2 3 € 360,000 3 0 3 €- 3
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
8 urveiliance i 0 4 e 3 0 3 e 2
T -

9 suellance. 4 0 4 € 4 0 4 € 4
10 Light signals 4 0 4 €- 2 2 4 € 270 2
11 Traffic light signals 0 3 3 € 3,150 1 2 3 € 1,620 1
12  Auxiliary signals 0 3 3 € 7,350 2 2 4 € 3,780 3
13 Balise 0 3 3 € 525 2 2 4 € 270 3
14 Antennas 0 3 3 € 3,780 0 3 3 € 3,780 0
15 Speed sensor 0 3 3 € 2,625 3 0 3 €- 3
16 Fixed signals 0 3 3 € 336 3 0 3 €- 3
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Madrid Simulation Exercise
Resilience Threshold 3

CONTINUED FROM TABLE 17: SCHEDULE OF WORKS —OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 3-MbDM)

< c = c = c
§ '% ) E 'g a '-g ] _E 'g Q '-g ] ,E '.g a
=) 5 < 2% SE < 2% S2 2% 2 £
= - m 29 28 « 04 28 n 24 2 ¢
? ? 5 ® 4 2T § 88 2T § 98 2
g g £ 25 8¢ £ &% 8¢ £ &% 8¢
2026 2028 2030
1 Rail 0 3 €- 3 0 3 € - 3 0 3 € - 3
2 Overhead line 1 4 €60,000 3 1 4 € 60,000 3 0 3 € - 2
3  Switch 3 3 €280000 0 3 3 €280000 0 3 3 € 280,000 0
4 Bridge 0 3 ¢€- 3 0 3 € - 3 0 3 € - 3
5  Tunnel 0 3 ¢€- 3 0 3 € - 3 0 3 € - 3
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenarymast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 2 4 €2160 3 1 4 € 1,200 3 0 3 €- 2
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 4 €270 2 1 3 €150 1 2 3 € 270 1
11 :irg:‘f;fs"gh‘ 2 3 €1620 1 2 3 €1620 1 2 3 €162 1
Auxili
12 siznal‘:y 1 4 €2100 3 0 3 €- 2 1 3 €2100 2
13 Balise 0 3 ¢€- 2 1 3 €150 2 1 3 €150 2
14 Antennas 3 3 €3,780 o 3 3 € 3,780 0o 3 3 € 3,780 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 1 4 €96 4 0 4 €- 4 0 4 €- 4
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Madrid Simulation Exercise
Resilience Threshold 4

TABLE 18: SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 4 (MDM)

Resilience

Asset ID Asset Class After 2022 2024 2026
incident

1 Rail 0 L4(4) LO(4) LO(4) LO(4) LO(4)
2 Overhead line 0 L4(4) L1(4) L1(4) L1(4) L1(4)
3 Switch 0 L4(4) L3(4) L3(4) L3(4) L3(4)
4 Bridge 3 L4(4) LO(4) LO(4) LO(4) LO(4)
5 Tunnel 1 L3(4) LO(4) LO(4) LO(4) LO(4)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 LO(4) L1(4) L1(4) L1(4) L1(4)
9 Tunnel video surveillance 4 LO(4) LO(4) LO(4) LO(4) LO(4)
10 Light signals 4 LO(4) L2(4) L2(4) L2(4) L2(4)
11 Traffic light signals 0 L4(4) L2(4) L2(4) L2(4) L2(4)
12 Auxiliary signals 0 L4(4) L1(4) L1(4) L1(4) L1(4)
13 Balise 0 L4(4) L1(4) L1(4) L1(4) L1(4)
14 Antennas 0 L4(4) L3(4) L3(4) L3(4) L3(4)
15 Speed sensor 0 L4(4) LO(4) LO(4) LO(4) LO(4)
16 Fixed signals 0 L4(4) LO(4) LO(4) LO(4) LO(4)
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Madrid Simulation Exercise
Resilience Threshold 4

TABLE 19: SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 4 — CALCULATION (MDM)

- c c

2 08 £ o5 Sy £ o5 S,

=) o 25 & 23 52 < 2% S 2

- put = -~ 29 =2 o 2< =0

% P 28 5 @8 ST 5 BB 2

< < EI > < A 2 £ ac

2022 2024
1 Rail 0 4 4 € 600,000 4 0 4 € - 4
2  Overhead line 0 4 4 € 300,000 3 1 4 € 60,000 3
3  Switch 0 4 4 € 400,000 1 3 4 € 280,000 1
4 Bridge 3 4 4 € 100,000 4 0 4 € - 4
5  Tunnel 1 3 4 € 700,000 4 0 4 € - 4
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
g Linevideo 4 0 4 €- 3 1 4  €1,200 3
T -

9 survelliance 4 0 4 e 4 0 4 e 4
10 Light signals 4 0 4 €- 2 2 4 € 270 2
11  Traffic light signals 0 4 4 € 4,500 2 2 4 € 1,620 2
12  Auxiliary signals 0 4 4 € 10,500 3 1 4 €2,100 3
13 Balise 0 4 4 €750 3 1 4 €150 3
14 Antennas 0 4 4 € 5,400 1 3 4 € 3,780 1
15 Speed sensor 0 4 4 € 3,750 4 0 4 €- 4
16 Fixed signals 0 4 4 € 480 4 0 4 €- 4
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Madrid Simulation Exercise
Resilience Threshold 4

CONTINUED FROM TABLE 19: SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 4 — CALCULATION (MDM)

" 5 S S ¢ s 5§ 5

@ 5 oC =¢ o 9t =e¢ 5 9 =

= o < 2% SE < 2%t SE < 23 -

= put m 29 2¢ ¥ 04 22 p 204 2 ¢

? ? 5?4 87 55§ $F 5 78 ok

< & 2 &5 8¢ > &% 8¢ 2 &% 3¢

2026 2028 2030
1 Rail 0 3 €- 3 0 3 €- 3 0 3 €- 3
2 Overheadline 1 3 € 525 2 1 3 € 525 2 1 3 € 525 2
3  Switch 3 3 € 7,000 0O 3 3 €7,000 o 3 3 €7,000 0
4 Bridge 0 3 €- 3 0 3 €- 3 0 3 €- 3
5 Tunnel 0 3 €- 3 0 3 €- 3 0 3 €- 3
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
1 Rail 0 4 €- 4 0 4 €- 4 0 4 €- 4
2 Overheadline 1 4 €60,000 3 1 4 €60000 3 1 4 €60,000 3
3  Switch 3 4 € 280,000 1 3 4 € 280,000 1 3 4 € 280,000 1
4 Bridge 0 4 €- 4 0 4 €- 4 0 4 €- 4
5 Tunnel 0 4 €- 4 0 4 €- 4 0 4 € - 4
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenarymast 0 4 €- 4 0 4 €- 4 0 4 €- 4
8 ';L“rs;’i'lf'ae:ce 1 4 €1200 3 1 4 €120 3 1 4 €120 3
T -

g Jumnelvideo o 4 . 4 0 4 €- 4 0 4 e- 4
10 Light signals 2 4 € 270 2 2 4 € 270 2 2 4 € 270 2
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Ankara Simulation Exercise
Resilience Threshold 2

TABLE 20: NON-OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 2 (EGO)

Resilience After

Asset ID Asset Class " 2022 2024 2026 2028

1 Rail 0 L2(2) LO(2) LO(2) LO(2) LO(2)
2 Overhead line 0 L2(2) L1(2) L1(2) L1(2) L1(2)
3 Switch 0 L2(2) L2(2) L2(2) L2(2) L2(2)
4 Bridge 3 LO(3) LO(3) LO(3) LO(3) LO(3)
5 Tunnel 3 LO(3) LO(3) LO(3) LO(3) LO(3)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
Line video
8 survoillanse 4 LO(4) LO(3) LO(2) L1(2) L1(2)
= .
g  lunne video 4 LO@4)  LO(4)  LO@)  LO@4)  LO(4)
10 Light signals 4 LO(4) LO(2) L2(2) L2(2) L2(2)
11 I.r g;f;fs“ght 4 LO(4) LO(2) L2(2) L2(2) L2(2)
12 Auxiliary signals 0 L2(2) L1(2) L1(2) L1(2) L1(2)
13 Balise 0 L2(2) L1(2) L1(2) L1(2) L1(2)
14 Antennas 4 LO(4) L1(2) L2(2) L2(2) L2(2)
15 Speed sensor 3 LO(3) LO(3) LO(3) LO(3) LO(3)
16 Fixed signals 3 LO(3) LO(3) LO(3) LO(3) LO(3)
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Ankara Simulation Exercise
Resilience Threshold 2

TABLE 21: OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 2 (EGO)

Resilience After

Asset ID Asset Class " 2022 2024 2026

1 Rail 4 LO(4) LO(4) LO(4) LO(4) LO(4)
2 Overhead line 4 LO(4) LO(3) LO(2) L2(3) LO(2)
3 Switch 4 LO(4) L1(2) L2(2) L2(2) L2(2)
4 Bridge 4 LO(4) LO(4) Lo(4) LO(4) LO(4)
5 Tunnel 1 L1(2) LO(2) LO(2) LO(2) LO(2)
6 Level crossing 4 LO(4) LO(4) Lo(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
Line video
8 survoillanse 4 LO(4) LO(3) L2(4) LO(3) LO(2)
= .
g  lunne video 0 122) Lo@2) Lo  Lo@)  LO(2)
10 Light signals 0 L2(2) L2(2) L2(2) L2(2) L2(2)
11 I.r g;f;fs“ght 0 L2(2) L2(2) L2(2) L2(2) L2(2)
12 Auxiliary signals 0 L2(2) L2(3) L2(4) LO(3) LO(2)
13 Balise 0 L2(2) L1(2) L3(4) L2(4) L2(4)
14 Antennas 4 LO(4) L1(2) L2(2) L2(2) L2(2)
15 Speed sensor 0 L2(2) L1(3) L1(4) LO(4) LO(4)
16 Fixed signals 4 L2(4) L1(4) L2(4) L2(4) L4(4)
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Ankara Simulation Exercise
Resilience Threshold 2

TABLE 22: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 2 — CALCULATION (EGO)

= < c < c

é 82 3 38 8 3 82 g8

° 22 % 22 82 3 2< 52

2 35 5 68 3% 5 83 g

2022 2024
1 Rail 0o 2 2 €416,988 2 0 2 €- 2
2 Overhead line 0o 2 2 €1,081 1 1 2 €601 1
3  Switch 0 2 2 €7,258 0 2 2 €7,258 0
4 Bridge 3 0 3 €- 3 0 3 €- 3
5 Tunnel 3 0 3 €- 3 0 3 €- 3
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7  Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Linevideo 4 0 4 €- 3 0 3 €- 2
surveillance
9  Tunnel video 4 0 4 €- 4 0 4 €- 4
surveillance

10 Light signals 4 0 4 €- 2 0 2 €- 0
11 Traffic light signals 4 0 4 €- 2 0 2 €- 0
12 Auxiliary signals 0 2 2 €7938 1 1 2 €4410 1
13 Balise 0o 2 2 €510 1 1 2 €284 1
14 Antennas 4 0 4 €- 1 1 2 €2574 0
15 Speed sensor 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 3 0 3 €- 3 0 3 €- 3
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Ankara Simulation Exercise
Resilience Threshold 2

CONTINUED FROM TABLE 22: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 2 — CALCULATION (EGO)

o § S & S 5 ¢ 5
& 5 9.8 = o oC e 5 0t =}
o o < 2% SE < 2% SE < 2% S £
- pt o 24 2¢ ¥ 04 22 n 24 Q¢
3 3 578 ST 538 87 538 o
< < S & ad > €< of > £ ac
2026 2028 2030
1  Rail 0 2 €- 2 0 2 €- 2 0 2 €- 2
2 Overheadline 1 2 € 601 1 1 2 € 601 1 1 2 €601 1
3  Switch 2 2 €7,258 0 2 2 €7,258 0 2 2 €7,258 0
4 Bridge 0 3 €- 3 0 3 €- 3 0 3 €- 3
5  Tunnel 0 3 €- 3 0 3 €- 3 0 3 €- 3
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenarymast 0 4 €- 4 0 4 €- 4 0 4 €- 4
8 ';L':“*,;’i'lf'ae,fce 0 2 €- 1 1 2 €2621 1 1 2 €2621 1
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 2 € 351 0o 2 2 € 351 0o 2 2 € 351 0
Traffic light
11 signals 9 2 2 € 4,082 0o 2 2 € 4,082 0o 2 2 € 4,082 0
12 :i‘;ﬁ':;gry 1 2 €440 1 1 2 €440 1 1 2 €4410 1
13 Balise 1 2 € 284 1 1 2 € 284 1 1 2 € 284 1
14 Antennas 2 2 € 4,633 0o 2 2 €4,633 0o 2 2 €4,633 0
15 Speedsensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 3 €- 3 0 3 €- 3 0 3 €- 3
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Ankara Simulation Exercise
Resilience Threshold 2

TABLE 23: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 2- EGO)

= c - c -

: 33 % g8 TEEL 23

2 ° 5E = §< s§ S B< $5

2 2 78 § 38 8% 5 38 s

< < £ > % A & &< Qc

2022 2024

1 Rail 4 0 4 €- 4 0 4 €- 4
2 Overhead line 4 0 4 €- 3 0o 3 €- 2
3  Switch 4 0 4 € - 1 1 2 € 2,240 0
4 Bridge 4 0 4 € - 4 0 4 €- 4
5 Tunnel 1 1 2 € 216,000 2 0 2 €- 2
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0o 4 €- 4
8 surellance 0 4 e 3 0 3 e 2
g Junnel Video 0 2 2 €202 2 0 2 e- 2
10 Light signals 0 2 2 € 351 0 2 2 € 351 0
11 :irg:‘f;fs"gh‘ 0 2 2 €2430 0 2 2  €2430 0
12 Auxiliary signals 0 2 2 € 7,938 1 2 3 €7,938 2
13 Balise 0 2 2 € 486 1 1 2 € 270 1
14 Antennas 4 0 4 €- 1 1 2 €1,872 0
15 Speed sensor 0 2 2 € 2,268 2 1 3 € 1,260 3
16 Fixed signals 4 2 4 €173 4 1 4 €96 4
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Ankara Simulation Exercise
Resilience Threshold 2

CONTINUED FROM TABLE 23: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 2- EGO)

c c c c c c
% 2 06 242 o6 2¢ 2 ok =
Q 5 < 2% SE Q2% S22 2% 2 £
= - o 2< 22 « 94 28 n 24 24¢
? ? 5 @8 2T 508 2T 508 27
g g £ e85 3¢ 2 &% 8¢ £ &% 8¢
2026 2028 2030
1 Rail 0 4 € - 4 0 4 € - 4 0 4 €- 4
2 Overhead line 0 2 €- 1 2 3 € 832 2 0 2 €- 1
3 Switch 2 2 € 4,032 0o 2 2 € 4,032 o 2 2 €4,032 0
4 Bridge 0 4 €- 4 0 4 € - 4 0 4 € - 4
5  Tunnel 0 2 €- 2 0 2 €- 2 0 2 €- 2
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenarymast 0 4 €- 4 0 4 € - 4 0 4 € - 4
Line video
8 surveillance 2 4 € 3,931 3 0 3 € - 2 0 2 €- 1
Tunnel video
9 surveillance 0 2 €- 2 0 2 € - 2 0 2 €- 2
10 Light signals 2 2 € 351 0o 2 2 € 351 o 2 2 € 351 0
11 :i’;:‘f;‘l’s"gh‘ 2 2 €2430 0 2 2 €2430 0 2 2 €243 0
12 :i;’::fsry 2 4 €798 3 0 3 €- 2 0 2 €- 1
13 Balise 3 4 €945 3 2 4 € 486 3 2 4 € 486 3
14 Antennas 2 2 € 3,370 0o 2 2 € 3,370 o 2 2 € 3,370 0
15 Speed sensor 1 4 € 1,260 4 0 4 €- 4 0 4 €- 4
16 Fixed signals 2 4 €173 4 2 4 €173 4 4 4 € 480 4
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Ankara Simulation Exercise
Resilience Threshold 3

TABLE 24: NON-OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 3 (EGO)

Resilience

Asset ID Asset Class After 2022 2024 2026 2028
incident

1 Rail 4 LO(4) LO(4) LO(4) LO(4) LO(4)
2 Overhead line 4 LO(4) LO(3) L1(3) L1(3) L1(3)
3 Switch 4 LO(4) L2(3) L3(3) L3(3) L3(3)
4 Bridge 4 LO(4) LO(4) LO(4) LO(4) LO(4)
5 Tunnel 1 L2(3) LO(3) LO(3) LO(3) LO(3)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 LO(4) LO(3) L1(3) L1(3) L1(3)
9 Tunnel video surveillance 0 L3(3) LO(3) LO(3) LO(3) LO(3)
10 Light signals 0 L3(3) L2(3) L2(3) L2(3) L2(3)
11 Traffic light signals 0 L3(3) L2(3) L2(3) L2(3) L2(3)
12 Auxiliary signals 0 L3(3) L1(3) L1(3) L1(3) L1(3)
13 Balise 0 L3(3) L1(3) L1(3) L1(3) L1(3)
14 Antennas 4 LO(4) L2(3) L3(3) L3(3) L3(3)
15 Speed sensor 0 L3(3) LO(3) LO(3) LO(3) LO(3)
16 Fixed signals 4 LO(4) LO(4) LO(4) LO(4) LO(4)
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Ankara Simulation Exercise
Resilience Threshold 3

TABLE 25: OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 3 (EGO)

Asset ID Asset Class Resilience 2022 2026 2028

After incident

1 Rail 4 LO@4)  LO(4)  LO@4)  Lo@)  Lo(4)
2 Overhead line 4 Lod)  Lo(3)  L24)  Lo@3)  Li(3)
3 Switch 4 Lo@d)  L2(3)  L3(3)  L4@d)  L2(3)
4 Bridge 4 Lod)  LO(d)  LO@4)  Lo@)  Lo(d)
5 Tunnel 1 [23)  L0(3)  LOG3)  Lo@3)  LO(3)
6 Level crossing 4 Lod)  LO(d)  LO0@)  Lo@)  Lo(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
Line video
8 oine ideo 4 Lo@4)  LO(3)  L24)  LO@B)  Li(3)
2 !
9 Tunnel video 0 L33)  LO(3)  Li@4) Li@d)  L2(4)
10 Light signals 0 L33)  L2(3)  L23)  L2(3)  L2(3)
11 Traffic light signals 0 L33)  L2(3)  L23)  L2(3)  L2(3)
12 Auxiliary signals 0 L33)  L1(3)  L24)  L1(d)  Lo(3)
13 Balise 0 L33)  L1(3)  L1(3)  L2(d)  LO(3)
12 Antennas 4 Lo@d)  L2(3)  L3(3)  L3(3)  L3(3)
15 Speed sensor 0 L33)  L0(3)  LO3)  LO(3)  LO(3)
16 Fixed signals 4 Lo@)  L1d) L@  Lo@)  L2(a)
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Ankara Simulation Exercise
Resilience Threshold 3

TABLE 26: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 3 — CALCULATION (EGO)

t c c -
= 3 2T I 2% 522 2% g
— - .= ~ 09 =2 o 249 =g
] ] B8 5 B A SG 5 & 37
< < £S > €4 o S &3 ac
2022 2024
1 Rail 4 0 4 €- 4 0 4 €- 4
2 Overhead line 4 0 4 €- 3 0 3 €- 2
3  Switch 4 0 4 €- 1 2 3 €4,032 0
4 Bridge 4 0 4 €- 4 0 4 €- 4
5 Tunnel 1 2 3 € 388,800 3 0 3 €- 3
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Line video surveillance 4 0 4 €- 3 0 3 €- 2
9 Tunnel video surveillance 0 3 3 € 392 3 0 3 €- 3
10 Light signals 0o 3 3 € 683 1 2 3 € 351 1
11 Traffic light signals 0o 3 3 € 4,725 1 2 3 € 2,430 1
12 Auxiliary signals 0O 3 3 € 15,435 2 1 3 €4,410 2
13 Balise 0o 3 3 € 945 2 1 3 € 270 2
14 Antennas 4 0 4 €- 1 2 3 € 3,370 0
15 Speed sensor 0o 3 3 €4,410 3 0 3 €- 3
16 Fixed signals 4 0 4 €- 4 0 4 €- 4
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Ankara Simulation Exercise
Resilience Threshold 3

CONTINUED FROM TABLE 26: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 3 — CALCULATION (EGO)

c c c < c
a 3 2 2% £g 8 gt 5t 5 ¢
= - o 29 2¢ g 24 228 n 24 2¢
? ? 5?8 2T 598 2T 5§ 7g 27
g g -+ 8¢ £ 2% 8¢ £ 2% 3¢
2026 2028 2030
1 Rail 0 4 €- 4 0 4 €- 4 0 4 €- 4
2  Overhead line 1 3 € 462 2 1 3 € 462 2 1 3 € 462 2
3 Switch 3 3 € 7,840 0o 3 3 €7,840 o 3 3 €7,840 0
4 Bridge 0 4 €- 4 0 4 €- 4 0 4 €- 4
5 Tunnel 0o 3 €- 3 0 3 €- 3 0 3 €- 3
6 Level crossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 1 3 €2,184 2 1 3 €2,184 2 1 3 €2,184 2
Tunnel video
9 surveillance 0o 3 €- 3 0 3 €- 3 0 3 €- 3
10 Light signals 2 3 € 351 1 2 3 € 351 1 2 3 € 351 1
11 :irg:‘f;fs"gh‘ 2 3 €243 1 2 3 €243 1 2 3 €243 1
12 Auxiliary signals 1 3 € 4,410 2 1 3 €4,410 2 1 3 €4,410 2
13 Balise 1 3 € 270 2 1 3 € 270 2 1 3 € 270 2
14 Antennas 3 3 € 6,552 o 3 3 € 6,552 0O 3 3 € 6,552 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 4 €- 4 0 4 €- 4 0 4 €- 4
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Ankara Simulation Exercise
Resilience Threshold 3

TABLE 27: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 3-EGO)

- C c
=) o 25 q 2% S < 2% -
- put T =98 o 29 = .2
3 3 28 5wl 87 538 87
< < £ > £ o S &4 o
2022 2024
1 Rail 4 0 4 €- 4 0 4 ¢€- 4
2 Overhead line 4 0 4 €- 3 0 3 €- 2
3 Switch 4 0 4 €- 1 2 3 €4,032 0
4 Bridge 4 0 4 €- 4 0 4 €- 4
5  Tunnel 1 2 3 €388,800 3 0 3 €- 3
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Line video surveillance 4 0 4 €- 3 0 3 €- 2
9  Tunnel video surveillance 0 3 3 € 392 3 0 3 €- 3
10 Light signals 0 3 3 €683 1 2 3 €351 1
11 Traffic light signals 0 3 3 €4,725 1 2 3 €2,430 1
12 Auxiliary signals o 3 3 € 15,435 2 1 3 €4,410 2
13 Balise 0 3 3 €945 2 1 3 €270 2
14 Antennas 4 0 4 €- 1 2 3 € 3,370 0
15 Speed sensor 0 3 3 €4,410 3 0 3 €- 3
16 Fixed signals 4 0 4 €- 4 1 4 €96 4
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Ankara Simulation Exercise
Resilience Threshold 3

CONTINUED FROM TABLE 27: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 3-EGO)

c - c - c -

8 -g o)) E .g [ g o E .g a -g ()] E -g a

[ 8 < 2% s2 g 2% SE g 2% o e

= - m 2d 20 <« 04 2¢ p 04 2 a

? ? & @ Q ST 5B g ST 5 B g ks T

< < £ E3 8¢ 2 &5 8& 2 &5 8¢

2026 2028 2030
1 Rail 0 4 €- 4 0 4 €- 4 0 4 €- 4
2 Overheadline 2 4 €832 3 0 3 €- 2 1 3 €462 2
3 Switch 3 3 €7840 O 4 4 €11200 1 2 3 €4032 0
4 Bridge 0 4 €- 4 0 4 €- 4 0 4 €- 4
5 Tunnel 0 3 €- 3 0 3 €- 3 0 3 €- 3
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenarymast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8  curveillance 2 4 €3,931 3 0 3 €- 2 1 3 €218 2
9 Iﬂpv'zl'l;’fc? 1 4 €112 4 1 4 €112 4 2 4 €202 4
10 Light signals 2 3 € 351 1 2 3 € 351 1 2 3 € 351 1
11 ;r g:‘f;fs"ght 2 3 €2430 1 2 3 €243 1 2 3 €243 1
Auxili

12 Si‘;nal‘j‘;y 2 4 €7938 3 1 4 €440 3 0 3 €- 2
13 Balise 1 3 €270 2 2 4 €486 3 0 3 €- 2
14 Antennas 3 3 €6552 0 3 3 €6552 0 3 3 €6552 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 1 4 € 96 4 0 4 €- 4 2 4 €173 4
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Ankara Simulation Exercise
Resilience Threshold 4

TABLE 28: SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 4 (EGO)

Resilience

Asset ID Asset Class After 2024 2026
incident

1 Rail 4 LO(4) LO(4) LO(4) LO(4) LO(4)
2 Overhead line 4 LO(4) L1(4) L1(4) L1(4) L1(4)
3 Switch 4 LO(4) L3(4) L3(4) L3(4) L3(4)
4 Bridge 4 LO(4) LO(4) LO(4) LO(4) LO(4)
5 Tunnel 1 L3(4) LO(4) LO(4) LO(4) LO(4)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
Line video
8 surveillance 4 LO(4) L1(4) L1(4) L1(4) L1(4)
T -

g  Iunne video 0 L4@4)  LO@4) LO(4) LO@)  LO(4)
10 Light signals 0 L4(4) L2(4) L2(4) L2(4) L2(4)
11 Traffic light signals 0 L4(4) L2(4) L2(4) L2(4) L2(4)
12 Auxiliary signals 0 L4(4) L1(4) L1(4) L1(4) L1(4)
13 Balise 0 L4(4) L1(4) L1(4) L1(4) L1(4)
14 Antennas 4 LO(4) L3(4) L3(4) L3(4) L3(4)
15 Speed sensor 0 L4(4) LO(4) LO(4) LO(4) LO(4)
16 Fixed signals 4 LO(4) LO(4) LO(4) LO(4) LO(4)
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Ankara Simulation Exercise
Resilience Threshold 4

TABLE 29: SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 4 — CALCULATION (EGO)

a £5 ¢ § 8 ¢ §
2} QT = o O =0 ® o009 = 0
o o 2o < 2% £2 < 2% g2
i © SE -~ &< 88 o 8< 8o
? ? 28 § B 2% 5 00 2P
(7] (7} D= O O 4= QO O O [
< < << > o< o > £<< (a )i
2022 2024
1 Rail 4 0 4 € - 4 0o 4 € - 4
2 Overhead line 4 0 4 €- 3 1 4 € 462 3
3 Switch 4 0 4 € - 1 3 4 € 7,840 1
4 Bridge 4 0 4 €- 4 0o 4 €- 4
5 Tunnel 1 3 4 € 756,000 4 0o 4 € - 4
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0o 4 €- 4
g  Linevideo 4 0 4 €- 3 1 4 €284 3
surveillance
g  Junnelvideo 0 4 4 € 560 4 0 4 €- 4
surveillance
10 Light signals 0 4 4 €975 2 2 4 € 351 2
11 Traffic light 0 4 4 €6,750 2 2 4  €2430 2
signals
12  Auxiliary signals 0 4 4 € 22,050 3 1 4 €4,410 3
13 Balise 0 4 4 € 1,350 3 1 4 € 270 3
14 Antennas 4 0 4 €- 1 3 4 € 6,552 1
15 Speed sensor 0 4 4 € 6,300 4 0o 4 €- 4
16 Fixed signals 4 0 4 €- 4 0o 4 €- 4
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Ankara Simulation Exercise
Resilience Threshold 4

CONTINUED FROM TABLE 27: SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 4 — CALCULATION (EGO)

" 5 s § s § g
@ 5 9.t ¢ © oC = 5 o c =1
=) o < ¢ Se < 2% SE <« 2% S &
- - m 2< 28 T o4 28 o 29 24
A 2 534 S 5% 87 5 3& 87
g g £ &5 8¢ > 25 8¢ 2 &5 8¢
2026 2028 2030
1 Rail 0 4 €- 4 0 4 €- 4 0 4 €- 4
2 Overhead line 1 4 €462 3 1 4 €462 3 1 4 €462 3
3 Switch 3 4 € 7,840 1 3 4 €7,840 1 3 4 €7,840 1
4 Bridge 0 4 €- 4 0 4 €- 4 0 4 €- 4
5  Tunnel 0 4 €- 4 0 4 €- 4 0 4 €- 4
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 1 4 €2,184 3 1 4 €2,184 3 1 4 €2,184 3
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 4 € 351 2 2 4 € 351 2 2 4 € 351 2
11 :irg:‘f;fs"gh‘ 2 4 €2430 2 2 4 €243 2 2 4 €243 2
Auxili
12 signalasry 1 4 €4410 3 1 4 €4410 3 1 4 €4410 3
13 Balise 1 4 € 270 3 1 4 €270 3 1 4 €270 3
14 Antennas 3 4 € 6,552 1 3 4 € 6,552 1 3 4 € 6,552 1
15 Speed sensor 0 4 €- 4 0 4 €- 4 0 4 €- 4
16 Fixed signals 0 4 €- 4 0 4 €- 4 0 4 €- 4
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Rome Simulation Exercise
Resilience Threshold 2

TABLE 30: NON-OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 2 (RFI)

Resilience

Asset ID Asset Class After 2022 2024 2026 2028
incident

1 Rail 0 L2(2) LO(2) LO(2) LO(2) LO(2)
2 Overhead line 0 L2(2) L1(2) L1(2) L1(2) L1(2)
3 Switch 0 L2(2) L2(2) L2(2) L2(2) L2(2)
4 Bridge 3 LO(3) LO(3) LO(3) LO(3) LO(3)
5 Tunnel 3 LO(3) LO(3) LO(3) LO(3) LO(3)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 LO(4) LO(3) LO(2) L1(2) L1(2)
9 Tunnel video surveillance 4 LO(4) LO(4) LO(4) LO(4) LO(4)
10 Light signals 4 LO(4) LO(2) L2(2) L2(2) L2(2)
11 Traffic light signals 4 LO(4) LO(2) L2(2) L2(2) L2(2)
12 Auxiliary signals 0 L2(2) L1(2) L1(2) L1(2) L1(2)
13 Balise 0 L2(2) L1(2) L1(2) L1(2) L1(2)
14 Antennas 4 LO(4) L1(2) L2(2) L2(2) L2(2)
15 Speed sensor 3 LO(3) LO(3) LO(3) LO(3) LO(3)
16 Fixed signals 3 LO(3) LO(3) LO(3) LO(3) LO(3)
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Rome Simulation Exercise
Resilience Threshold 2

TABLE 31: OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 2 (RFI)

Resilience

Asset ID Asset Class After 2022 2024 2026
incident

1 Rail 0 L22) Lo L0 Lo@) Lo
2 Overhead line 0 [22) L12) L2(3) Lo@ L2
3 Switch 0 122) 22 22 L2 L2(2)
4 Bridge 3 L0@3)  LO(3)  LO(3)  LO(3)  LO(3)
5  Tunnel 3 L03)  L0(3)  Lo(3)  LO(3)  LO(3)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8  Line video surveillance 4 Lo@)  Lo(3) LO(2) L2(3) Lo
9 :ﬂ;‘v'gl'l;’:‘dc? 4 Lo@4) LOo(4) LO@) LO@)  LO@)
10 Light signals 4 L1d) L2 22 L2 L22)
11 Traffic light signals 4 L0@)  L2(d)  L2@d) L2(d)  LO(
12 Auxiliary signals 0 [22) L2(3) L2(d) LO@B) Lo
13 Balise 0 22) L2 L2 L@E  L1e
14 Antennas 4 L0@) L1222 L2  L22)
15 Speed sensor 3 L03)  L0(3)  LO(3)  LO(3)  LO(3)
16 Fixed signals 3 L03)  Lo(3)  Lo(3)  LO(3)  LO(3)
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Rome Simulation Exercise
Resilience Threshold 2

TABLE 32: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 2 — CALCULATION (RFI)

- c c

of £ o5 Sy 2 45 S,

=) o 2t & 2% S2 < 2% S8

- - .= ~ 09 =22 o 2< = .2

] ] B8 5 BO SF 5 B8 87

< < Ed X £ A = &< o

2022 2024

1 Rail 0 2 2 € 416,988 2 0 2 €- 2
2 Overhead line 0 2 2 € 1,081 1 1 2 € 601 1
3 Switch 0 2 2 €7,258 0 2 2 € 7,258 0
4 Bridge 3 0 3 €- 3 0 3 €- 3
5 Tunnel 3 0 3 €- 3 0 3 €- 3
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Line video surveillance 4 0 4 €- 3 0 3 €- 2
9 Tunnel video surveillance 4 0 4 €- 4 0 4 €- 4
10 Light signals 4 0 4 €- 2 0 2 €- 0
11 Traffic light signals 4 0 4 €- 2 0 2 €- 0
12 Auxiliary signals 0 2 2 € 7,938 1 1 2 € 4,410 1
13 Balise 0 2 2 € 510 1 1 2 € 284 1
14 Antennas 4 0 4 €- 1 1 2 €2,574 0
15 Speed sensor 3 0 3 €- 3 0 3 €- 3
16  Fixed signals 3 0 3 €- 3 0 3 €- 3
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Rome Simulation Exercise
Resilience Threshold 2

CONTINUED FROM TABLE 32: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 2 — CALCULATION (RFI)

" 5 < S S . S § « 5

@ g o8 50 6 98 =2 % g8 w &

=) S < 23 22 < 2% 22 < 273 S g

= put o 29 20 ¢ 04 208 n 24 Q¢

? ? 8§ 08 §%§%§ % 5 B8 87

g g S 83 8¢ > 25 3¢ £ &% 8¢

2026 2028 2030
1 Rail 0 2 €- 2 0 2 € - 2 0 2 € - 2
2 Overhead line 1 2 € 601 1 1 2 € 601 1 1 2 € 601 1
3 Switch 2 2 € 7,258 0 2 2 €7,258 0 2 2 €7,258 0
4 Bridge 0 3 €- 3 0 3 €- 3 0 3 €- 3
5 Tunnel 0 3 €- 3 0 3 €- 3 0 3 €- 3
6 Level crossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
8 ';L"rs;’i'lf'ae:ce 0 2 €- 1 1 2 €2621 1 1 2 €2621 1
T -

g lummevideo 5 4 . 4 0 4 e- 4 0 4 €- 4
10 Light signals 2 2 € 351 0 2 2 € 351 0 2 2 € 351 0
1 U g:‘f;fs"ght 2 2 €408 0 2 2 €4082 0 2 2 €408 0
12 Auxiliary signals 1 2 €4,410 1 1 2 €4,410 1 1 2 €4,410 1
13 Balise 1 2 €284 1 1 2 €284 1 1 2 €284 1
14 Antennas 2 2 € 4,633 0 2 2 € 4,633 0 2 2 € 4,633 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 3 €- 3 0 3 €- 3 0 3 €- 3
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Rome Simulation Exercise
Resilience Threshold 2

TABLE 33: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 2-RFl)

- c c
o 3 25 & 273 e & 2% 5
- - 2= ~ 04 =22 o 29 = .0
P P 58 § @8 SF 5 T8 8
< < EX X £ A 2 &< ac
2022 2024

1 Rail 0 2 2 € 416,988 2 0 2 €- 2

2 Overhead line 0 2 2 €1,081 1 1 2 € 601 1

3 Switch 0 2 2 €7,258 0 2 2 €7,258 0

4 Bridge 3 0 3 €- 3 0 3 €- 3

5 Tunnel 3 0 3 €- 3 0 3 €- 3

6 Level crossing 4 0 4 €- 4 0 4 €- 4

7 Catenary mast 4 0 4 €- 4 0 4 €- 4

8 Line video surveillance 4 0 4 €- 3 0 3 €- 2

9 Tunnel video surveillance 4 0 4 €- 4 0 4 €- 4

10 Light signals 4 1 4 €195 2 0 2 €- 0

11 Traffic light signals 4 0 4 €- 2 2 4 € 4,082 2

12  Auxiliary signals 0 2 2 € 7,938 1 2 3 €7,938 2

13 Balise 0 2 2 €510 1 1 2 € 284 1

14 Antennas 4 0 4 €- 1 1 2 € 2,574 0

15 Speed sensor 3 0 3 €- 3 0 3 €- 3

16 Fixed signals 3 0 3 €- 3 0 3 €- 3
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Rome Simulation Exercise
Resilience Threshold 2

CONTINUED FROM TABLE 33: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 2-RFI)

[ c c c c c
§ '%w,g '.gc'%o,g 'gq.; '% cu_g 'ga_'
a o < 2% Sc gt S g < et S g
- bt w 89 84 ¢ 89 8 5 84 S
? ? g o4 2T 54 27 S D g 27
(7} () O O Od O O« O a Q [ [}
< < > £ < Qa > @cd oo P ox< oo
2026 2028 2030
1 Rail 0 2 _€ 2 0 2 €- 2 0 2 _€ 2
2 Overhead line 2 3 €1,081 2 0 2 €- 1 1 2 €601 1
3  Switch 2 2 €7,258 0 2 2 €7258 0 2 2 €7258 0
4 Bridge 0 3 €- 3 0 3 €- 3 0 3 €- 3
5 Tunnel 0 3 €- 3 0 3 ¢€- 3 0 3 € 3
6 Levelcrossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenarymast 0 4 € - 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 0 2 €- 1 2 3 €477 2 0 2 €- 1
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 2 €351 0 2 2 €351 0o 2 2 €351 0
11 Trafficlight 5 4 €402 2 2 4 €402 2 o 2 €- 0
signals
12 Auxiliary 2 4 €798 3 0 3 €- 2 0 2 €- 1
signals
13 Balise 1 2 €284 1 1 2 €284 1 1 2 €284 1
14 Antennas 2 2 €4633 0 2 2 €4633 0 2 2 €4633 O
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 3 €- 3 0 3 €- 3 0 3 €- 3
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Rome Simulation Exercise
Resilience Threshold 3

TABLE 34: NON-OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 3 (RFI)

Resilience

Asset ID Asset Class After incident 2024 2026 2028

1 Rail 0 L3(3) LO(3) LO(3) LO(3) LO(3)
2 Overhead line 0 L3(3) L1(3) L1(3) L1(3) L1(3)
3 Switch 0 L3(3) L3(3) L3(3) L3(3) L3(3)
4 Bridge 3 LO(3) LO(3) Lo(3) LO(3) LO(3)
5 Tunnel 3 LO(3) LO(3) LO(3) LO(3) LO(3)
6 Level crossing 4 Lo(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
Line video
8 surveillante 4 LO(4) LO(3) L1(3) L1(3) L1(3)
= .
9 Tunnel Video 4 L04)  LO@4)  LO@4)  LO@)  LO(4)
10 Light signals 4 LO(4) L1(3) L2(3) L2(3) L2(3)
11 :irg:lf;fs"ght 4 LO(4) L1(3) L2(3) L2(3) L2(3)
12 Auxiliary signals 0 L3(3) L1(3) L1(3) L1(3) L1(3)
13 Balise 0 L3(3) L1(3) L1(3) L1(3) L1(3)
14 Antennas 4 Lo(4) L2(3) L3(3) L3(3) L3(3)
15 Speed sensor 3 LO(3) LO(3) Lo(3) LO(3) LO(3)
16 Fixed signals 3 LO(3) LO(3) LO(3) LO(3) LO(3)
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Rome Simulation Exercise
Resilience Threshold 3

TABLE 35: OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 3 (RFI)

Resilience

Asset ID Asset Class After incident 2022

1 Rail 0 L33) L0o(3) LO(3) LO(3) LOB)
2 Overhead line 0 13(3) L1(3) L3@) Li@) L2@)
3 Switch 0 L3(3) L4@) L3@) L23) L3@3)
4 Bridge 3 Lo3) L0(3) LO(3) LO(3) L2
5  Tunnel 3 Lo@3) Lo(3) LO(3) Lo(3) LO@)
6 Level crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 L0@) L1(d) Lo(3) L24) LO@3)
9 Iﬂ:’vﬁh;’ﬂ? 4 L1(4) L0@) LO@) LO@4) Lo(4)
10 Light signals 4 L0@) L2(d) L1(3) L23) L2@3)
11 Traffic light signals 4 L0@) L2(d4) L2(d) L2@) L1@3)
12 Auxiliary signals 0 L33) L1(3) Li(3) L2@) Lo@)
13 Balise 0 L33) L1(3) L2(d) L1@)  L0@3)
14 Antennas 4 L0@) L2(3) L3(3) La@) L2@3)
15 Speed sensor 3 Lo3)  L0(3) LO(3) LO(3) LO@)
16 Fixed signals 3 L14)  Lo@) Lo@) Lo@)  Lo(@)
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Rome Simulation Exercise
Resilience Threshold 3

TABLE 36: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 3 — CALCULATION (RFI)

o ] ]
o s § % s § % s
" - - =] e
b b T2 & @ 2% & @ 23
< < eE £ & o 2 & o
2022 2024

1 Rail 0 3 3 € 810,810 3 0 3 € - 3
2 Overhead line 0 3 3 € 2,102 2 1 3 € 601 2
3 Switch 0 3 3 € 14,112 0 3 3 € 14,112 0
q Bridge 3 0 3 € - 3 0 3 € - 3
5 Tunnel 3 0 3 € - 3 0 3 € - 3
6 Level crossing 4 0 4 € - 4 0 4 € - 4
7 Catenary mast 4 0 4 € - 4 0 4 € - 4
8 Line video surveillance 4 0 4 € - 3 0 3 € - 2
9 Tunnel video surveillance 4 0 4 € - 4 0 4 € - 4
10 Light signals 4 0 4 € - 2 1 3 € 195 1
11 Traffic light signals 4 0 4 € - 2 1 3 € 2,268 1
12 Auxiliary signals 0 3 3 € 15,435 2 1 3 € 4,410 2
13 Balise 0 3 3 € 992 2 1 3 € 284 2
14  Antennas 4 0 4 € - 1 2 3 € 4,633 0
15 Speed sensor 3 0 3 € - 3 0 3 € - 3
16 Fixed signals 3 0 3 € - 3 0 3 € - 3
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Rome Simulation Exercise
Resilience Threshold 3

CONTINUED FROM TABLE 33: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 3 — CALCULATION (RFI)

c c c = c
= 3 < 23 Bt 3 2% St 2% gt
= - o 29 24 ¢ 04 24 n 0 24
3 3 5 %8 S5 5 38 7 5 38 S5
< < £ &85 8¢ 2 &5 8¢ 2 &5 88

2026 2028 2030
1 Ralil 0 3 €- 3 0 3 €- 3 0 3 €- 3
2  Overhead line 1 3 €601 2 1 3 €601 2 1 3 €601 2
3  Switch 3 3 €14112 0 3 3 €14112 0 3 3 €14112 0
4  Bridge 0 3 €- 3 0 3 €- 3 0 3 €- 3
5  Tunnel 0 3 €- 3 0 3 €- 3 0 3 €- 3
6 Level crossing 0 4 €- 4 0 4 € 4 0 4 €- 4
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
8 Is_:::s:ill?ae:ce 1 3 €2621 2 1 3 €2621 2 1 3 €2621 2
T .
g  lunne video 0 4 e- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 3 €351 1 2 3 €351 1 2 3 €351 1
11 Traffic light signals 2 3  €4,082 1 2 3 €408 1 2 3 €4,082 1
12  Auxiliary signals 1 3 €4,410 2 1 3 €4410 2 1 3 €4410 2
13 Balise 1 3 €284 2 1 3 €284 2 1 3 €284 2
14 Antennas 3 3 €9,009 0 3 3 €900 0 3 3 €900 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 3 €- 3 0 3 €- 3 0 3 €- 3
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Rome Simulation Exercise
Resilience Threshold 3

TABLE 37: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 3-RFl)

a ES ¢ § S 5

g T § @ c = )] 5 9. =]

=) 5 ec a 2%t Se < ¢ S e

- ot 2= ~ 09 =2 o 2 =2

3 3 235 38 % 5 7% £%

< < £S > £ o > @ ac

2022 2024

1 Rail 0 3 3 € 810,810 3 0o 3 €- 3
2 Overhead line 0o 3 3 € 2,102 2 1 3 € 601 2
3  Switch 0o 3 3 €14,112 0 4 4 € 20,160 1
4 Bridge 3 0 3 €- 3 0o 3 €- 3
5 Tunnel 3 0 3 €- 3 0o 3 €- 3
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Line video surveillance 4 0 4 €- 3 1 4 € 2,621 3
9 Tunnel video surveillance 4 1 4 €137 4 0 4 €- 4
10 Light signals 4 0 4 €- 2 2 4 € 351 2
11 Traffic light signals 4 0 4 €- 2 2 4 € 4,082 2
12 Auxiliary signals o 3 3 € 15,435 2 1 3 €4,410 2
13 Balise o 3 3 €992 2 1 3 €284 2
14 Antennas 4 0 4 €- 1 2 3 € 4,633 0
15 Speed sensor 3 0 3 €- 3 0o 3 €- 3
16 Fixed signals 3 1 4 €173 4 0 4 €- 4
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Rome Simulation Exercise
Resilience Threshold 3

CONTINUED FROM TABLE 37: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 3-RFl)

c c = c = c
o 5 < 2% S g% S g% g ¢
- - ™ 29 24 ¢ 29 24 p 29 24
? ? & B4 S5 57§ S5 5% & 87
g g S+ 88 £t 8 £t 8§
2026 2028 2030
1 Rail 0 3 €- 3 0 3 €- 3 0 3 €- 3
2 Overhead line 3 4 €2102 3 1 4 € 601 3 2 4 €1,081 3
3 Switch 3 4 €14112 1 2 3 €7,258 0 3 3 €14112 0
4 Bridge 0 3 €- 3 0 3 €- 3 2 4 €37,440 4
5 Tunnel 0 3 ¢€- 3 0 3 €- 3 0 3 €- 3
6 Level crossing 0 4 €- 4 0 4 ¢€- 4 0 4 € - 4
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 0 3 ¢€- 2 2 4 €477 3 0 3 ¢€- 2
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 1 3 €195 1 2 3 €351 1 2 3 €351 1
11 Traffic light signals 2 4 €4,082 2 2 4 €4,082 2 1 3 €2,268 1
12  Auxiliary signals 1 3 €4410 2 2 4 €7,938 3 0 3 €- 2
13 Balise 2 4 €510 3 1 4 €284 3 0 3 €- 2
14 Antennas 3 3 €900 0 4 4 €12:870 1 2 3 €4,633 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 4 ¢€- 4 0 4 €- 4 0 4 €- 4
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Rome Simulation Exercise
Resilience Threshold 4

TABLE 38: SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 4 (FRI)

Resilience

Asset ID Asset Class After Incident 2022

1 Rail 0 L4(4) LO(4) LO(4) LO(4) LO(4)
2 Overhead Line 0 L4(4) L1(4) L1(4) L1(4) L1(4)
3 Switch 0 L4(4) L3(4) L3(4) L3(4) L3(4)
4 Bridge 3 L1(4) LO(4) LO(4) LO(4) LO(4)
5 Tunnel 3 L1(4) LO(4) LO(4) LO(4) LO(4)
6 Level Crossing 4 LO(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary Mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line Video Surveillance 4 LO(4) L1(4) L1(4) L1(4) L1(4)
9 Tunnel Video Surveillance 4 LO(4) LO(4) LO(4) LO(4) LO(4)
10 Light Signals 4 LO(4) L2(4) L2(4) L2(4) L2(4)
11 Traffic Light Signals 4 LO(4) L2(4) L2(4) L2(4) L2(4)
12 Auxiliary Signals 0 L4(4) L1(4) L1(4) L1(4) L1(4)
13 Balise 0 L4(4) L1(4) L1(4) L1(4) L1(4)
14 Antennas 4 LO(4) L3(4) L3(4) L3(4) L3(4)
15 Speed Sensor 3 L1(4) LO(4) LO(4) LO(4) LO(4)
16 Fixed Signals 3 L1(4) LO(4) LO(4) LO(4) LO(4)
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Rome Simulation Exercise
Resilience Threshold 4

TABLE 39: SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 4 — CALCULATION (RFI)

@ £ 5 < § § ¢ 5

& 88 T 8= =¢85 g$ =g

=) 5 €9 < 2% SE < 2% S £

- - .= «~ 09 =2 o 249 = .8

3 3 58 5 B & ST 5 %8 S5

< < EI > €4 ag > £ oc

2022 2024

1 Rail 0 4 4 €1,158,300 4 0 4 €- 4
2 Overhead line 0 4 4 €3,003 3 1 4 €601 3
3 Switch 0 4 4 €20,160 1 3 4 €14,112 1
4 Bridge 3 1 4 €20,800 4 0 4 €- 4
5  Tunnel 3 1 4  €453,600 4 0 4 €- 4
6 Level crossing 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Line video surveillance 4 0 4 €- 3 1 4 € 2,621 3
9 Tunnel video surveillance 4 0 4 €- 4 0 4 €- 4
10 Light signals 4 0 4 €- 2 2 4 € 351 2
11 Traffic light signals 4 0 4 €- 2 2 4 € 4,082 2
12  Auxiliary signals 0 4 4 € 22,050 3 1 4 €4,410 3
13 Balise 0 4 4 €1,418 3 1 4 €284 3
14 Antennas 4 0 4 €- 1 3 4 € 9,009 1
15 Speed sensor 3 1 4 € 1,911 4 0 4 €- 4
16 Fixed signals 3 1 4 €173 4 0 4 €- 4
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Rome Simulation Exercise
Resilience Threshold 4

CONTINUE OF TABLE 38:

SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 4 — CALCULATION (RFI)

g ¥ 28 o 28 o 8
= 5 2% Se¢ 2% Se 2% Sg
p - 29 - iy e2d tpow el =
@ @ B 4 SUEET G SOEED 4§ g e
< < €S ac><dE S Qc>4d S ac

2026 2028 2030
1 Rail 0 4 €- 4 0 4 ¢€- 4 0 4 ¢€- 4
2 Overhead line 1 4 €601 3 1 4 €601 3 1 4 €601 3
3  Switch 3 4 €14112 1 3 4 €14112 1 3 4 €14112 1
4 Bridge 0 4 €- 4 0 4 ¢€- 4 0 4 ¢€- 4
5 Tunnel 0 4 €- 4 0 4 €- 4 0 4 €- 4
6 Level crossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7  Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 1 4 €2,621 3 1 4 €2621 3 1 4 €2,621 3
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 4 €351 2 2 4 €351 2 2 4 €351 2
11  Iraffic light 2 4 €4082 2 2 4 €4082 2 2 4 €4082 2
signals
12 Auxiliary signals 1 4 €4,410 3 1 4 €4410 3 1 4 €4,410 3
13 Balise 1 4 €284 3 1 4 €284 3 1 4 €284 3
14 Antennas 3 4 €9,009 1 3 4 €9,009 1 3 4 €9,009 1
15 Speed sensor 0 4 €- 4 0 4 €- 4 0 4 €- 4
16 Fixed signals 0 4 €- 4 0 4 €- 4 0 4 €- 4
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Milan Simulation Exercise
Resilience Threshold 2

TABLE 40: NON-OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 2 (CDM)

Resilience

Asset ID Asset Class After 2026 2028
incident

1 Rail 0 122) Lo Lo Lo Lo
2 Overhead line 4 Lo@)  Lo(3) Lo L@ LR
3 Switch 4 L0@) L1222 22 L2(2)
4 Bridge 0 [22) Lo Lo Lo Lo
5  Tunnel 0 [22) Lo Lo Lo Lo
6 Level crossing 2 LO(2) LO(2) LO(2) LO(2) LO(2)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8  Line video surveillance 4 L0@)  Lo@3) Lo L LR
9 :ﬂ;‘v'gl'l;’:‘dc? 4 Lo@4)  LO(4)  LO(4) LO4)  LO(4)
10 Light signals 4 L0@d) Lo L2 22 L2(2)
11 Traffic light signals 4 L0@) Lo L2 22 L2(2)
12 Auxiliary signals 3 L0@) Lo L@ L2 L@
13 Balise 0 22) L2 L@ L2 LR
14 Antennas 3 L0E@) 22 L2 22 L2(2)
15 Speed sensor 3 Lo@3)  Lo@3)  Lo(3)  Lo@)  LO(3)
16 Fixed signals 3 Lo@3)  Lo@3)  Lo(3)  Lo@)  LO(3)
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Milan Simulation Exercise
Resilience Threshold 2

TABLE 41: OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 2 (CDM)

Resilience

Asset ID Asset Class After incident 2022 2026 2028

1 Rail 0 122) Lo@) Lo(2) L0  LO(2)
2 Overhead line 4 Lo@4) LOoG3) Li(3) Li(3)  LO(2)
3 Switch 4 Lo@) L2 L22) L22) L2@2)
4 Bridge 0 L22) Lo@) Li(3) LO(3)  LO(3)
5  Tunnel 0 [22) Lo@2) Lo@) L0  LO(2)
6 Level crossing 2 LO(2) LO(2) LO(2) LO(2) LO(2)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 Lo@4) LoG3) Lo@) L2(3) LO(2)
9 :ﬂ:’\,’;‘?h;’ﬂ? 4 Lo@4) LO@4) LO(4) LO@)  LO(4)
10 Light signals 4 Lo@) 2@ Lo L22) L22)
11 Traffic light signals 4 Lo@) Lo L2 L22) L22)
12 Auxiliary signals 3 L0G3) L2@) Lo(3B) Lo Li(2)
13 Balise 0 122) L12) L2B) Lo L1(2)
14 Antennas 3 L0@) L2(2) L2 L22) L22)
15 Speed sensor 3 Lo@3)  LO(3) LO(3) LOG3)  LO(3)
16 Fixed signals 3 Lo@3)  LO(3) LO(3) LOG3)  LO(3)
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Milan Simulation Exercise
Resilience Threshold 2

TABLE 42: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 2 — CALCULATION (CDM)

c € c c c

é 33 % 3§ 233 38 ¥

= ° 52 I §< 85 3 &4 83§

3 A 2% 5 o8 S% 5 wd 87

< < £I > €< A > €< aad

2022 2024

1 Rail 0 2 2 € 583,200 2 0 2 €- 2
2  Overhead line 4 0 4 €- 3 0 3 €- 2
3  Switch 4 0 4 €- 1 1 2 € 6,048 0
4 Bridge 0 2 2 € 56,160 2 0 2 €- 2
5  Tunnel 0 2 2 € 1,379,851 2 0 2 €- 2
6 Level crossing 2 0o 2 €- 2 0 2 €- 2
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
8 surveiliance 40 4 e 3.0 3 € 2
9 sunveliance 4 0 4 € 4 0 4 € 4
10 Light signals 4 0 4 €- 2 0 2 €- 0
11 Traffic light signals 4 0 4 €- 2 0 2 €- 0
12 Auxiliary signals 3 0o 3 €- 2 0 2 €- 1
13 Balise 0 2 2 € 875 1 1 2 € 486 1
14 Antennas 3 0 3 €- 0 2 2 €9,477 0
15 Speed sensor 3 0o 3 €- 3 0 3 €- 3
16 Fixed signals 3 0o 3 €- 3 0 3 €- 3
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Milan Simulation Exercise
Resilience Threshold 2

CONTINUED FROM TABLE 42: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 2 — CALCULATION (CDM)

a o o E © £ o= c S o= ® g
= (&) s & o= c s o= e < o=
= - 2 < os« cod o= n € o0d O =
@ o = REEEE 30 =C=1 o d
[72] [72] (2] _& -n o " (] _& = o ©+ N _& =
(7] () D = (V] > C O w [J)] O C O [}]
< < o« Dc”d4dEd Oc>drEd 0 c
2026 2028 2030
1 Rail 0 2 €- 2 0 2 €- 2 0 2 €- 2
2 Overhead line 0 2 €- 1 1 2 € 382 1 1 2 € 382 1
3 Switch 2 2 €1088 0 2 2 €10,886 0 2 2 €10,886 0
4 Bridge 0 2 €- 2 0 2 €- 2 0 2 €- 2
5 Tunnel 0 2 €- 2 0 2 €- 2 0 2 €- 2
6 Level crossing 0 2 €- 2 0 2 €- 2 0 2 €- 2
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
g Linevideo 0 2 €- 1 1 2 €485 1 1 2 €485 1
surveillance
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 2 € 527 0 2 2 € 527 0 2 2 € 527 0
11 Traffic light 2 2 €4627 0 2 2 €4627 0 2 2 €4627 0
signals
12 Auxiliary signals 1 2 € 3,864 1 1 2 € 3,864 1 1 2 € 3,864 1
13 Balise 1 2 € 486 1 1 2 € 486 1 1 2 € 486 1
14 Antennas 2 2 €9,477 0 2 2 €9,477 0 2 2 €9,477 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 3 €- 3 0 3 €- 3 0 3 €- 3
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Milan Simulation Exercise
Resilience Threshold 2

TABLE 43: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 2-CDM)

- c c
o 3 25 & 273 e g 2% 5o
- - .= ~ 29 = .2 o 2< = .2
2 3 78 § 38 87 5 g8 £%
< < EX > £ A > &< o
2022 2024

1 Rail 0 2 2 € 583,200 2 0o 2 €- 2

2 Overhead line 4 0 4 €- 3 0o 3 €- 2

3  Switch 4 0 4 €- 1 1 2 € 6,048 0

4 Bridge 0 2 2 € 56,160 2 0o 2 € - 2

5 Tunnel 0 2 2 €1,379,851 2 0o 2 € - 2

6 Level crossing 2 0 2 €- 2 0 2 €- 2

7 Catenary mast 4 0 4 €- 4 0 4 €- 4

8 Line video surveillance 4 0 4 €- 3 0 3 €- 2

9 Tunnel video surveillance 4 0 4 €- 4 0 4 €- 4

10 Light signals 4 0 4 €- 2 2 4 € 527 2

11 Traffic light signals 4 0 4 €- 2 0o 2 €- 0

12 Auxiliary signals 3 0o 3 €- 2 2 4 € 6,955 3

13 Balise 0 2 2 € 875 1 1 2 € 486 1

14 Antennas 3 0o 3 €- 0 2 2 € 9,477 0

15 Speed sensor 3 0o 3 €- 3 0o 3 €- 3

16 Fixed signals 3 o 3 €- 3 0o 3 €- 3

PU - Public D7.5, September 2022 96



Milan Simulation Exercise
Resilience Threshold 2

CONTINUED FROM TABLE 43: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 2-CDM)

< c = c = c
o S & 2% S0 & 2% §¢ g 2% 5
= - m 29 20 ¢ 24 24 n 29 24
? @ 5 ® 8 2T 5 od 2T 5 @8 27
g g £ &5 8¢ 2 &3 8¢ ¢ &% &
2026 2028 2030
1 Rail 0 2 € - 2 0 2 €- 2 0 2 €- 2
2 Overhead line 1 3 € 382 2 1 3 €382 2 0 2 €- 1
3 Switch 2 2 €10886 0 2 2 €10886 0 2 2 €10,886 0
4 Bridge 1 3 €31,200 3 0 3 €- 3 0 3 € - 3
5  Tunnel 0o 2 € - 2 0 2 €- 2 0 2 € - 2
6 Level crossing 0 2 €- 2 0 2 €- 2 0 2 €- 2
7  Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 0o 2 € - 1 2 3 €8,649 2 0 2 €- 1
Tunnel video
9 surveillance 0 4 € - 4 0 4 €- 4 0 4 €- 4
10 Light signals 0o 2 € - 0 2 2 €527 0o 2 2 € 527 0
11 :i’;:‘f;‘l’s"gh‘ 2 2 €4627 0 2 2 €4627 0 2 2  €4627 0
12 Auxiliary signals 0 3 € - 2 0 2 € - 1 1 2 € 3,864 1
13 Balise 2 3 € 875 2 0 2 €- 1 1 2 € 486 1
14 Antennas 2 2 € 9,477 0 2 2 €9477 0o 2 2 € 9,477 0
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0o 3 € - 3 0 3 €- 3 0 3 € - 3
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Milan Simulation Exercise
Resilience Threshold 3

TABLE 44: NON-OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 3 (CDM)

Resilience
Asset Class After 2022 2024 2026 2028 2030
incident
1 Rail 0 L3(3) LO(3) LO(3) LO(3) LO(3)
2 Overhead line 4 LO(4) LO(3) L1(3) L1(3) L1(3)
3 Switch 4 LO(4) L2(3) L3(3) L3(3) L3(3)
4 Bridge 0 L3(3) LO(3) LO(3) LO(3) LO(3)
5 Tunnel 0 L3(3) LO(3) LO(3) LO(3) LO(3)
6 Level crossing 2 L1(3) LO(3) LO(3) LO(3) LO(3)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 LO(4) LO(3) L1(3) L1(3) L1(3)
9 Tunnel video surveillance 4 LO(4) LO(4) LO(4) LO(4) LO(4)
10 Light signals 4 LO(4) L1(3) L2(3) L2(3) L2(3)
11 Traffic light signals 4 LO(4) L1(3) L2(3) L2(3) L2(3)
12 Auxiliary signals 3 LO(3) L1(3) L1(3) L1(3) L1(3)
13 Balise 0 L3(3) L1(3) L1(3) L1(3) L1(3)
14 Antennas 3 LO(3) L3(3) L3(3) L3(3) L3(3)
15 Speed sensor 3 LO(3) LO(3) LO(3) LO(3) LO(3)
16 Fixed signals 3 LO(3) LO(3) LO(3) LO(3) LO(3)
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Milan Simulation Exercise
Resilience Threshold 3

TABLE 45: OPTIMISED SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 3 (CDM)

Resilience
After incident

2022 2024 2026 2028 2030

Asset ID Asset Class

1 Rail 0 L3(3) LO(3) LO(3) LO(3) LO(3)
2 Overhead line 4 LO(4) LO(3) L2(4) L1(4) LO(3)
3 Switch 4 LO(4) L2(3) L4(4) L2(3) L3(3)
4 Bridge 0 L3(3) LO(3) LO(3) LO(3) LO(3)
5 Tunnel 0 L3(3) LO(3) LO(3) LO(3) LO(3)
6 Level crossing 2 L1(3) LO(3) LO(3) LO(3) LO(3)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 LO(4) L1(4) LO(3) L2(4) LO(3)
9 Tunnel video surveillance 4 LO(4) LO(4) LO(4) LO(4) LO(4)
10 Light signals 4 LO(4) L2(4) L2(4) L1(3) L2(3)
11 Traffic light signals 4 LO(4) L1(3) L2(3) L2(3) L2(3)
12 Auxiliary signals 3 LO(3) L2(4) L1(4) LO(3) L1(3)
13 Balise 0 L3(3) L1(3) L2(4) L1(4) LO(3)
14 Antennas 3 L1@4) L2(3) L3(3) L3(3) L3(3)
15 Speed sensor 3 LO(3) LO(3) LO(3) LO(3) LO(3)
16 Fixed signals 0 L3(3) LO(3) LO(3) L1(4) L1(4)
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Milan Simulation Exercise
Resilience Threshold 3

TABLE 46: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 3 — CALCULATION (CDM)

[ c [ c o

O 88 < 98 52 < 8 5 O

5 S8 T 8 53 O B 53

2 z2° § B s § B ol

) g > & e o

2022 2024

1 Rail o 3 3 €1,134,000 3 0 3 €- 3
2 Overhead line 4 0 4 €- 3 0 3 €- 2
3  Switch 4 0 4 €- 1 2 3 €10,886 0
4  Bridge o 3 3 €109,200 3 0 3 €- 3
5  Tunnel o 3 3 €2,683,044 3 0 3 €- 3
6 Level crossing 2 1 3 €131,789 3 0 3 €- 3
7  Catenary mast 4 0 4 €- 4 0 4 €- 4
8 Line video surveillance 4 0 4 €- 3 0 3 €- 2
9  Tunnel video surveillance 4 0 4 €- 4 0 4 €- 4
10 Light signals 4 0 4 €- 2 1 3 €293 1
11 Traffic light signals 4 0 4 €- 2 1 3 €2,570 1
12 Auxiliary signals 3 0 3 €- 2 1 3 €3,864 2
13 Balise 0o 3 3 €1,701 2 1 3 €486 2
14 Antennas 3 0 3 €- 0o 3 3 €18,428 0
15 Speed sensor 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 3 0 3 €- 3 0 3 €- 3
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Milan Simulation Exercise
Resilience Threshold 3

CONTINUED FROM TABLE 46: NON — OPTIMISED SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 3 — CALCULATION (CDM)

c c c = c
= 3 2 2% 5c g2t Scget 5 ¢
- - o 29 24 v 29 24 p 29 24
? @ s B4 27 5 %8 S5 5 %8 87
g g S5 8¢ 2 &5 8¢ 2 &5 .

2026 2028 2030

1 Rail 0 3 €- 3 0 3 ¢€- 3 0 3 €- 3
2  Overhead line 1 3 €382 2 1 3 €382 2 1 3 €382 2
3  Switch 3 3 €21168 0 3 3 €21168 0 3 3 €21,168 O
4 Bridge 0 3 €- 3 0 3 ¢€- 3 0 3 €- 3
5  Tunnel 0 3 €- 3 0 3 ¢€- 3 0 3 ¢€- 3
6 Level crossing 0 3 €- 3 0 3 €- 3 0 3 €- 3
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
g _inevideo 1 3 €4805 2 1 3 €4805 2 1 3 €4805 2
T -
g  lunne video 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 3 €527 1 2 3 €527 1 2 3 €527 1
11 Traffic light signals 2 3 €4,627 1 2 3 €4627 1 2 3 €4627 1
12  Auxiliary signals 1 3 €3,864 2 1 3 €384 2 1 3 €3864 2
13 Balise 1 3 €486 2 1 3 €486 2 1 3 €486 2
14 Antennas 3 3 €18428 0 3 3 €18428 0 3 3 €18428 O
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 3 €- 3 0 3 ¢€- 3 0 3 ¢€- 3
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Milan Simulation Exercise
Resilience Threshold 3

TABLE 47: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 3-CDM)

® t S c c c c
o 2 38 2 8¢ 28 28, 28
== —_ c.= O €% © < O ¢c c C
s @ s 5 88 23 5 8 3
< o ..E ;_; 2’ E 8 oc >q_) oc 8 2
2022 2024
1 Rail 0 3 3 € 1,134,000 3 0 3 € - 3
2 Overhead line 4 0 4 € - 3 0 3 € - 2
3 Switch 4 0 4 € - 1 2 3 € 10,886 0
4 Bridge 0 3 3 € 109,200 3 0 3 € - 3
5 Tunnel 0 3 3 € 2,683,044 3 0 3 € - 3
6 Level crossing 2 1 3 € 131,789 3 0 3 € - 3
7 Catenary mast 4 0 4 € - 4 0 4 € - 4
8 Line video surveillance 4 0 4 € - 3 1 4 € 4,805 3
9 Tunnel video surveillance 4 0 4 € - 4 0 4 € - 4
10 Light signals 4 0 4 € - 2 2 4 € 527 2
11 Traffic light signals 4 0 4 € - 2 1 3 € 2,570 1
12 Auxiliary signals 3 0 3 € - 2 2 4 € 6,955 3
13 Balise 0 3 3 € 1,701 2 1 3 € 486 2
14 Antennas 3 1 4 € 5,265 1 2 3 € 9,477 0
15 Speed sensor 3 0 3 € - 3 0 3 € - 3
16 Fixed signals 3 0 3 € - 3 1 4 € 115 4
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Milan Simulation Exercise
Resilience Threshold 3

CONTINUED FROM TABLE 12: OPTIMISED COST CALCULATION (RESILIENCE THRESHOLD 3-CDM)

< c = c = c
§ '% o E '.g ] 'g o E '.g [ '-g o E '.g q
a 5 < 2¢ St g% St g 2% 2 £
- - m 2< 24 « 24 24 n 29 24
? ? & B4 85 5% & 85 5 % & 87
g g EE 8¢ £ &3 8¢ £ &3 8¢
2026 2028 2030
1 Rail 0 3 €- 3 0 3 €- 3 0 3 €- 3
2 Overhead line 2 4 €687 3 1 4 €382 3 0 3 €- 2
3 Switch 4 4 €30,240 1 2 3 €10886 0 3 3 €21168 0
4 Bridge 0 3 €- 3 0 3 €- 3 0 3 €- 3
5 Tunnel 0 3 €- 3 0 3 €- 3 0 3 €- 3
6 Level crossing 0 3 €- 3 0 3 €- 3 0 3 €- 3
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 0 3 ¢€- 2 2 4 €8649 3 0 3 €- 2
Tunnel video
9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 4 €527 2 1 3 €293 1 2 3 €527 1
11 Traffic light signals 2 3 €4,627 1 2 3 €4,627 1 2 3 €4627 1
12 Auxiliary signals 1 4 € 3,864 3 0 3 €- 2 1 3 € 3,864 2
13 Balise 2 4 €875 3 1 4 €486 3 0 3 €- 2
14 Antennas 3 3 €18,428 0 3 3 €18428 0 3 3 €18428 O
15 Speed sensor 0 3 €- 3 0 3 €- 3 0 3 €- 3
16 Fixed signals 0 4 ¢€- 4 0 4 €- 4 0 4 €- 4
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Milan Simulation Exercise
Resilience Threshold 4

TABLE 48: SCHEDULE OF WORKS (SAMPLE) FOR RESILIENCE THRESHOLD 4 (CDM)

Resilience

Asset Class After 2022 2024 2026
incident

1 Rail 0 L4(4) LO(4) LO(4) LO(4) LO(4)
2 Overhead line 4 LO(4) L1(4) L1(4) L1(4) L1(4)
3 Switch 4 LO(4) L3(4) L3(4) L3(4) L3(4)
4 Bridge 0 L4(4) LO(4) LO(4) LO(4) LO(4)
5 Tunnel 0 L4(4) LO(4) LO(4) LO(4) LO(4)
6 Level crossing 2 L2(4) LO(4) LO(4) LO(4) LO(4)
7 Catenary mast 4 LO(4) LO(4) LO(4) LO(4) LO(4)
8 Line video surveillance 4 LO(4) L1(4) L1(4) L1(4) L1(4)
9 Tunnel video surveillance 4 LO(4) LO(4) LO(4) LO(4) LO(4)
10 Light signals 4 LO(4) L2(4) L2(4) L2(4) L2(4)
11 Traffic light signals 4 LO(4) L2(4) L2(4) L2(4) L2(4)
12 Auxiliary signals 3 L1(4) L1(4) L1(4) L1(4) L1(4)
13 Balise 0 L4(4) L1(4) L1(4) L1(4) L1(4)
14 Antennas 3 L1(4) L3(4) L3(4) L3(4) L3(4)
15 Speed sensor 3 L1(4) LO(4) LO(4) LO(4) LO(4)
16 Fixed signals 3 L1(4) LO(4) LO(4) LO(4) LO(4)
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Milan Simulation Exercise
Resilience Threshold 4

TABLE 49: SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 4 — CALCULATION (CDM)

@ £ 5 ¢ § § ¢ §
g T [ @ i) e 5 0 i) = d
= o g2 « 237 SE < 237 S ¢
- - .= ~ 09 =22 o 29 =g
? ? 78 § 08 2% 5 B8 873
< < EI > £ o = £ Qd
2022 2024
1 Rail 0 4 4 € 1,620,000 4 0 4 €- 4
2 Overhead line 4 0 4 €- 3 1 4 € 382 3
3  Switch 4 0 4 €- 1 3 4 € 21,168 1
4 Bridge 0 4 4 € 156,000 4 0 4 €- 4
5  Tunnel 0 4 4 € 3,832,920 4 0 4 €- 4
6 Level crossing 2 2 4 € 237,220 4 0 4 €- 4
7 Catenary mast 4 0 4 €- 4 0 4 €- 4
Line video
8 surveillance 4 0 4 €- 3 1 4 € 4,805 3
Tunnel video
9 surveillance 4 0 4 €- 4 0 4 €- 4
10 Light signals 4 0 4 €- 2 2 4 € 527 2
11 Traffic light signals 4 0 4 €- 2 2 4 € 4,627 2
12 Auxiliary signals 3 1 4 € 3,864 3 1 4 € 3,864 3
13 Balise 0 4 4 € 2,430 3 1 4 € 486 3
14 Antennas 3 1 4 € 5,265 1 3 4 € 18,428 1
15 Speed sensor 3 1 4 € 3,276 4 0 4 €- 4
16 Fixed signals 3 1 4 €115 4 0 4 €- 4
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Milan Simulation Exercise
Resilience Threshold 4

CONTINUED FROM TABLE 49: SCHEDULE OF WORKS FOR RESILIENCE THRESHOLD 4 — CALCULATION (CDM)

; N 2t o 2t of 2

a Ly o E S g O © g O © g

= (&) s < o= c s o= e & o=

Qg QFZ< c0d Q= ncdd So=

© ® = = S0 = S ¢ CE =

] ] g LLESLH Q 2eLEEDQ 24

7] ] o £ o X QT o0& oo Cox o X

< < < Qc>d@xd Qc>dA@rd 0 ¢

2026 2028 2030
1 Rail 0 4 €- 4 0 4 €- 4 0 4 €- 4
2 Overhead line 1 4 €382 3 1 4 €382 3 1 4 €382 3
3 Switch 3 4 €21168 1 3 4 €21168 1 3 4 €21,168 1
4 Bridge 0 4 €- 4 0 4 €- 4 0 4 €- 4
5 Tunnel 0 4 €- 4 0 4 €- 4 0 4 €- 4
6 Level crossing 0 4 €- 4 0 4 €- 4 0 4 €- 4
7 Catenary mast 0 4 €- 4 0 4 €- 4 0 4 €- 4
8 Line video surveillance 1 4 €4805 3 1 4 €4805 3 1 4 €4805 3
Tunnel video

9 surveillance 0 4 €- 4 0 4 €- 4 0 4 €- 4
10 Light signals 2 4 €527 2 2 4 €527 2 2 4 €527 2
11 Traffic light signals 2 4 €4627 2 2 4 €4627 2 2 4 €4627 2
12  Auxiliary signals 1 4 €3864 3 1 4 €3864 3 1 4 €3,864 3
13 Balise 1 4 €486 3 1 4 €486 3 1 4 €486 3
14 Antennas 3 4 €18428 1 3 4 €18428 1 3 4 €18,428 1
15 Speed sensor 0 4 €- 4 0 4 €- 4 0 4 €- 4
16 Fixed signals 0 4 €- 4 0 4 ¢€- 4 0 4 ¢€- 4
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ANNEX lll. CAMS Data

TABLE 50—SAMPLE OF CAMS DATA

Title: CdM SIMULATION EXERCISE S4R_RPT_Specs_T64_T82_Tests_V0_3_DATA FOR CAMS
A B c D E F G H I J K L M
Conditio Conditio Time required Priority Quantity
Asset n for Purchase Operatio Maintenance Renewal Disposal of Dependen of

recovery

Category after replacement/re [EREEEH n

cies repair

1 |A-TR-01 Track PH Rail 1 5 30 1 0 | 1 1 1 5 25
2 |ATR-02 Track TP |  Overhead line 1 il 14 0 0o | i 1 1 5 25 75
3 |A-TR-03 Track PH Switch 1 5 14 1 | 1 0 1 1 25 5
4 |A-TR-04 Track PH | Bridge 1 2| 7 1 0o | 1 1 1 5 100
5 |A-TR-05 Track PH Tunnel 1 4 30 1 0o | 1 1 0 5 200
6 |A-TR-06 Track PH |  Levelcrossing 1 | 1 0 | 1 0 1 5 25 5
7 |A-TR-07 Track PH Catenary mast 1 0 0 | 0 1 1 5
8 |A-ST-01 Station PA | Ticket machine 1 5 | 20 0 0o | 0 0 1 4 25 5
9 |A-ST-02 Station SE Ticket office 1 3| 14 0 i 0 1 1 2 25 2
10 |A-ST-03 Station SE | Elevator 1 S| 20 0 o | 0 0 1 4 25 4
11 |A-ST-04 Station SE Escalator 1 4 30 0 0 | 0 1 1 4 25 2
12 |A-ST-05 Station PH | Turnstiles 1 5 | 30 0 0 | 0 0 0 3 25 2
13 |A-ST-06 Station SE Validator 1 3 7 0 0 0 0 0 5 54 4
14 |A-ST07 Station PIS | Electronic timetable 1 Z| 14 0 [ 0 1 0 2 54 2
15 |A-ST-08 Station PIS | Sound announcements 1 0 | 0 [ 1 1 1 2
16 |A-ST-09 Station SE | Platform 1 5 | 30 1 [ o 1] 0 1 1 1 25 800
17 |A-ST-10 Station SE Vendor/retailer 1 1 0 | 0 0 1 4 25 4
18 |A-ST-11 Station EC | HVAC system 1 [ 0 I 1 0 1 1
19 [A-ST-12 Station LE Lighting system 1 3 7 0 0 0 1 0 1 25 100
20 | A-S-01 | Information system | PIS | E-ticketing system 1 5 14 1 o | 0 o 0 3 25 5
21 | A-1S-02 | Information system | TV | Linevideo surveillance 1 1 0 | 1 1 0 4
22 | A1S-03 | Information system | TV | Tunnelsvideo 1 1 0| i 1 0 5
23 | A-IS-04 | Information system DMS, Malfunction detection 1 | 1 0 | 0 Q 0 5
24 | AIS-05 | Information system | IT | Wi-Fi hotspots 1 | 0 i | 0 0 0 4
25 |A-EL-01|Electrical substation| PW | Electrical substation 1 5 7 1 0 | 0 1 1 5 54 2
26 |A-RS-01| Rollingstock | PH | Locomotive 1 | 14 1 0| 0 1 1 5 25 2
27 |A-RS-02|  Rolling stock | PH | Rail car 1 4 14 1 0o | 0 1 1 5 25 2
28 |A-RS-03|  Rolling stock IT | Onboard computer 1 2 ] 14 0 0o | 0 1 0 5 25 5
29 |A-RS-04 Rolling stock IT GSM-R system 1 | 0 0 0 1 0 5
30 |[A-RS-05| Rollingstock | PH|  Driver's console 1 | 20 0 o | 0 1 0 5 25 3
31 A-SS-DWIinay Signalling syst( LE Light signals 1 5 20 0 0 0 0 0 5 25 10
32 |A-SS-02ilway Signalling syst| LE | Traffic light signals 1 5 | 20 0 [ | 0 0 0 5 25 15
33 |A-S5-03|ilway Signalling syst! LE Auxiliary signals 1 5 30 0 0 | 0 o) 0 5 25 5
34 |A-SS-04|ilway Signalling syst{ LE | Balise 1 | 14 0 0o | 0 0 0 5 54 6
35 |A-SS-05|ilway Signalling systi IT ERTMS 1 5 | 30 1 ; I | 0 0 0 5 25 1
36 |A-SS-06|ilway Signalling syst| IT | Antennas 1 5 | 30 o | o | 0 0 0 5 25 5
37 |A-SS-07 filway Signalling systDMS|  Speed sensor 1 5 30 0 0 | 0 0 0 5 25 4
4 » » CdM_SE RFI SE 4 2_INTRUSION AND BOMB PLANTED _ AREmiuni0S ()W TskS ol r:lci 4 COMBINEDPHYSICAL-CYBER ATTACK _ Mmuivsas (01 [y

PU - Public D7.5, September 2022 107



1

SAFETY4RAILS

Partners:

~ Fraunhofer i/}'/ @ .EG
EMI y J-M:'Rnsﬁéﬁovmﬁm ITALIANA

Metro de Madrid EGO Genel Mﬁdﬁrlﬁéu GRUPPO FERROVIE DELLO STATO ITALIANE

=Q=
S LEUNHRDaceIS ST AEA

8 avisa partners MASTERING EXCELLENGE TCDD

. ' information
' RMIT @ UnlverSIty of . ‘ company

UNIVERSITY Reading DEMOKRITOS

NATIONAL CENTRE FOR SCIENTIFIC RESEARCH

. ICT SOLUTIONS mverS].ty

; VW INGS Newcastle

Cybeﬁervices

MADE IN EUROPE

Innova

Inte ra 21 FGC
g Ferrocarrils
AMMATTIKORKEAKOULU de la Generalitat
University o Applied Sciences de Catalunya
TN MTRSS 0 INTRACOM

UNIVERSITAS
Miguel Herndndez

’l; Comune &

- - o = 3 PIO 5

I — —  EIDbit Systemns Rail J Milano
J

TECHNOLOGY C*l and Cyber

This project has received funding from the European Union’s Horizon 2020 research and innovation
programme under grant agreement No. 883532.



https://www.ncl.ac.uk/
https://www.emi.fraunhofer.de/en.html
https://uic.org/
https://www.metromadrid.es/en
https://www.ego.gov.tr/en
https://www.rfi.it/
https://www.leonardocompany.com/en/security-cyber
https://www.avisa-partners.com/
https://www.stamtech.com/
https://www.rmit.eu/?_ga=2.127158408.424824039.1606148828-2061954645.1606148828
http://www.reading.ac.uk/
https://www.grupoetra.com/en/
https://www.rina.org/en/
http://www.demokritos.gr/
https://www.wings-ict-solutions.eu/
http://www.eos-eu.com/
https://www.innovaintegra.com/
https://www.laurea.fi/en/
https://cyber.services/
https://www.ergun.com.tr/
https://www.mtrs3.com/
http://www.intracom-telecom.com/index.htm
https://www.umh.es/?lang=EN
https://www.alpha-cyber.com/
https://www.treetk.com/en/index.html
https://elbitsystems.com/
https://www.prorail.nl/
https://www.comune.milano.it/

